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The work presents a description of the practical validation of the method for the security evaluation and 

certification of industrial network components. The results of the work were verified in practice during a pilot 
evaluation of an industrial controller used in the power industry and used to obtain accreditation for the 

-EMAG institute. Both the 
laboratory and the CB were to be the first entities of this type by Polish Centre for Accreditation (PCA) in the 
field of testing and certification of the IT security of Industrial Automation and Control System (IACS) 
components. 

The work presents the use case and describes the experience of establishing an accredited laboratory and 
Certification Body for IACS components in accordance with the IEC 62443 industry standard (IEC 62443-4-2, 
2019), and the methodology (CCRA CEM, 2017).  

Accredited Laboratory - IT Security Facility (ITSEF) for assessing products in terms of compliance with the 
requirements of the so-called Common Criteria for assessing the security of IT products already exists in 

-EMAG. Activities carried out as part of the project enabled the laboratory to be prepared for testing 
solutions in the area of Industrial Internet of Things (IIoT), IACS, and accreditation could be extended to include 
an assessment in this area. 

The work shortly lists the regulatory basis, materials, methods analysed on the basis of which the laboratory, 
processes and required documentation were developed: NIST Special Publication 1800-32 (McCarthy, et al., 
2022), NIST Special Publication 800-82 (Stouffer, et al., 2023), SESIP methodology based on the ISO/IEC 
15408-3 (SESIP, 2021), adapted to Internet of Things (IoT) assessment, TeleTrust (Glemser, et al., 2019) 
evaluation method for the IEC 62443-4-2 of the IT Security Association Germany, recommended by ERNCIP  
European Reference Network for Critical Infrastructure Protection, other industry certification groups (IIC, 
2023), (ioXt, 2021), (CTIA, 2023). A justification for the selection of the main standard for product evaluation.  

The assessment process was to be in line with the basic assumptions of the ITSEF assessment functioning  
in the ITSEF laboratory for the ISO/IEC 15048 (Common Criteria) standard (ISO/IEC 15408-1, 2009) (ISO/IEC 
15408-2, 2008) (ISO/IEC 15408-3, 2008), but the process had to be simplified, adapted to the assessment  
in a shorter time.  

When starting these activities in the laboratory (according to the method proposed in (Rogowski, 2023), 
experience from the implementation of the lightweight certification schemes in other European countries was also 
taken into account: LINCE (CCN, 2022), BSZ (BSI, 2023) and CSPN (ANSSI, 2023), as well as different 
industry specific standards and evaluation programs. 

The results of the case are shortly presented, experience from preparing a laboratory for the evaluation  
 

The main assumptions regarding the preparation of the template and the required content of the Security 
Target for Industrial Component (STIC) document (among other - security problem definition) are presented. 
Then, based on the STIC document and other documentation, and tests of the component in the laboratory,  
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a report is prepared. The report is an input element for the certification body. It may issue a certificate  
of compliance of the component with the requirements of the standard (IEC 62443-4-2, 2019). 

The description of the first evaluation was shortly prepared. The evaluation was performed for the Target  
of Evaluation - the industrial PLC (Programmable Logic Controller) - programmable line distance protection 
controller for power substations. 

Finally, conclusions from the implementation of the adopted method, experience gained from the project and 
expected opportunities for further development to build fast cybersecurity certification programs for IoT, IIoT, 
Data Centres, Cloud Computing and IACS devices. 
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