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The components of Industrial Automatic and Control Systems (IACS), as well as intelligent sensors, 

instruments and autonomous devices connected through the internet to industrial applications embraced by the 
term IIoT (Industrial Internet of Things) represent specific IT products and strongly require security assurance. 
Security assurance is growing when the right development methodologies are applied and IT product security is 
independently evaluated and then certified.  

There are many national security evaluation schemes based on the Common Criteria (CCRA, 2023). However, 
they are often not ready to evaluate numerous and varied IACS/IIoT components that are developed within the 
information technology domain. For several years, there have been methods developed to solve this problem. 
Some of approaches already work, while the most comprehensive, elaborated for a broad (European/world) 
audience ones are under development. There is a market need  the evaluation and certification process should be 
closed in the assumed time and the certificates should be widely recognized. 

The publication presents concisely main directions and results of these works.  
1. The Regulation (EU) No 2019/881 called the Cybersecurity Act (CSA) (EU, 2019) presents a 

framework for the establishment of these European cybersecurity certification schemes and their 
elements e.g.: subject matter and scope, purpose, evaluation methods, references to European or 
national standards, and many other issues. It specifies 10 security objectives to be included in 
schemes focused on ICT products, ICT services and ICT processes. It defines security levels BASIC, 
SUBSTANTIAL and HIGH, related risk to be minimized, and evaluation activities for them. Self-
evaluation is possible for the BASIC level. 

2. The ERNCIP Report (Theron et al., 2020) is a considerable refinement of the CSA from technical 
perspective. It includes more details and requirements for the ICCS (IACS Components 
Cybersecurity Certification Scheme). For each security level, BASIC, SUBSTANTIAL and HIGH, 
the requirement concerning security documentation and artefacts ought to be delivered to evaluators 
and evaluation activities are specified. The FITCEM (EN 17640) methodology (CEN/CENELEC, 
2022) developed by the CEN/CENELEC JTC13 WG3 is claimed as the first cybersecurity 
methodology created to meet the European Cybersecurity Act (CSA) (JTSEC, 2023). This flexible 
methodology can be customized to meet the needs of the different schemes and self-evaluation. Three 
possible certification paths are considered: 

 based on IEC 62443; IEC 62443-4-2 (EC IEC, 2019) includes security requirements 
addressed to security features of components, and IEC 62443-4-1 (EC IEC, 2018) concerns 
security requirements for the IACS component life cycle; 

 based on Common Criteria (CCRA, 2023), (ISO/IEC, 2022a), (ISO/IEC, 2022b);  
 based on a lightweight scheme, which assumes simplified evaluation (security target 

analysis, installation assessment, documentation review, functional testing, vulnerability 
analysis and penetration testing), restricted short evaluation time period and relatively lower 
costs; 
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3. For IIoT/IoT some company-owned schemes operate, e.g.: the CTIA Cybersecurity Certification 
Program for IoT devices (CTIA, 2021), the ioXt Alliance (ioXt Alliance, 2024), the Security 
Evaluation Standard for IoT Platforms  SESIP (GPT, 2021). 

4. Leading world organizations work on evaluation methods: 
 the IIoT Component Certification based on the 62443 standard methodology is developed 

under auspices of the ISA Global Security Alliance and the ISA Security Compliance 
Institute (GSA-ISA, 2021); 

 IEC TC 65 Industrial-process measurement, control and automation WG 10 is working on 
-6-2 ED1 Security evaluation methodology for IEC 62443 - Part 

4-
IACS components (Forescout, 2020). 

The activities of the following institutions are very important: EU legislation bodies (European Commission, 
Parliament), CCRA (Common Criteria Recognition Arrangement) signatories, ISO (International Organization 
for Standardization), IEC (International Electrotechnical Commission), NIST (National Institute of Standards and 
Technology), CEN (European Committee for Standardization), CENELEC (European Committee for 
Electrotechnical Standardization), SOGIS (Senior Officials Group Information Systems Security), ENISA 
(European Union Agency for Network and Information Security), and many others.  
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