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Resilience is a measure of the ability of a system to adapt to changes in conditions, withstand disturbances and 

recover quickly from them. Improving system resilience through node protection is of great value for keenly 
recognizing 
combat system that adapts to system operations and fulfills mission requirements. However, most of the current 
research focuses on the identification of key nodes, and there are fewer studies related to how key nodes are 
specifically protected. Therefore, this paper investigates how to assign protection strength to different nodes 
before battle based on resilience. 

Firstly, in view of the complex functions of the combat system and equipment and the diverse interactive 
relationships, the static network structure is modeled based on the concept of OODA loop. For the characteristics 
of confrontation and dynamic evolution in the combat process, its dynamic simulation is based on NetLogo to 
describe the combat process. 

Secondly, traditional resilience assessments are usually directed at individual perturbations. In contrast, the 
operational process is in a dramatically changing environment where loss of performance and recovery may occur 
simultaneously and cannot be clearly delineated into phases. In this paper, a resilience assessment method is 
constructed for continuous attacks: 
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where ( )E t  is the performance of the system, 1( )E t  is the initial performance before the attack, 3t  is the end 
moment of combat, and 1t  is the beginning moment of combat. The calculation of ( )E t  improves on the 
traditional ADC approach (proposed by the Weapon System Effectiveness Industry Advisory Committee, 
combines the three major elements of availability, dependability and capacity to realize the effectiveness 
assessment) by integrating multiple aspects of the combat system's structure, combat capabilities, and effects: 
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Thirdly, considering the node protection strength and cost resource constraints, the genetic algorithm is used to 
solve the optimal node protection strategy, the optimization model is shown below: 
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Finally, the proposed method is demonstrated and verified with case application. The resilience of the combat 
system under the optimal node protection policy is first solved. Next, the characteristics of the protected nodes 
are analyzed in terms of degree, betweenness centrality, and deployment location, respectively, as shown in 
Figure 1. Finally, a node protection strategy is constructed based on the node importance index and the 
contribution rate index of the classical complex network, and compared with the resilience value of the strategy 
solved in this paper, as shown in Figure 2. 

 

 

Fig. 1. (a) the difference between equipment degrees; (b) the difference of betweenness centrality between equipment;  
(c) deployment location of the protected equipment. 

 

 

Fig. 2. system resilience under different node protection strategies. 

In conclusion, the protection strategy of identifying key nodes directly by relying on the network structure is 
not fully applicable to combat scenarios, because it ignores the emergence of the network. In addition, the 
deployment location of the device also has a large impact on the node protection policy. 
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