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Abstract

This study presents a novel approach to enhance the resilience of critical infrastructure systems by integrating control theory
and societal values. We trandate societal value personas into simulation parameters using a linear model and fit matching
coefficients. The approach enables decision-makers to identify resilience abilities and compare enhancement options. The
application to a railway infrastructure demonstrates the versatility of the methodology, providing insights into system
behavior under diverse stakeholder perspectives. The study contributes to a comprehensive understanding of critical
infrastructure resilience, addressing uncertainties through a unique combination of control theory and societal values.
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1. Introduction

Critical infrastructure systems are part of the broader system of society by providing essential services to
citizens and therefore require careful consideration in terms of maintenance and development. The concept of
resilience has become increasingly important within the context of protecting critical infrastructures under the
uncertainty of stressors. (Carlson et al., 2012; Chester et a., 2021; Kanno et al., 2019; Rehak et d., 2019) To
improve the resilience of a system, it is essential to develop methods to accurately quantify relevant resilience
metrics (Pimm et al., 2019). Weighing the costs and benefits of infrastructure projects plays an important role in
the decision-making process (Annema, Mouter and Razaei, 2015). However, decison makers are especialy
interested in tools highlighting the political trade-offs of policies, for which classical cost-benefit-analysisisless
suitable (Annema et al., 2015). Where resilience seeks to account for all possible threat scenarios and
infrastructure systems touch upon the lives of many stakeholders with different interests, decision-making in this
domain faces deep uncertainty (Kwakkel and van der Pas, 2011). Thisis where stakeholders and decision makers
do not know or cannot agree on the system model and the probabilities for uncertain parameters of a decision
problem (Lempert, Popper and Bankes, 2003). This research aims to investigate how the perception of different
stakeholders can influence the expected behavior of a control system model and how this information can
support decision making. Stakeholders expectations about the behavior of a system also hold implications for
the expected resilience of a system or the resilience gain from decisions. This will enable decision makers to
better identify resilience abilities, to assess and compare the various resilience enhancement options and decide
on the best course of action.

Importantly, throughout this research the presented results and system behavior are not supposed to represent
actual system performance but the subjective expectation of the respective stakehol der about how the system
would perform. To this end, the resilience of an infrastructure system can be quantified through the eval uation of
the system's performance during a disruption with respect to the stakeholders' expectations. In the following we
use societal values to represent stakeholders and derive their expectations.
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Combining the approaches of (Demmer et a., 2023) and (Schonwandt et al., 2022) this work proposes to join
control theory and the concept of societal vaues (Schwartz et a., 2012) for evaluating the state of a system and
possible measures to increase its resilience. From the perspective of control theory, the objective of resilience
theory is to bring a time-variable system to a certain state, called a resilient state. Here, a chalenge is the
imprecise knowledge about the system and various influencing variables. A technical solution to this challengeis
to control such system by feedback. This does not necessarily require an accurate model of a system, but the
measurability of influencing parameters and variables. Adding the perspective of societal values, these
parameters as well as the resilience metrics are susceptible to the endowment of societal values that represent the
stakeholders' point of view.

To illustrate our approach, we employ a first-order differential equation model representing a generic public
infrastructure framework (Muneepeerakul and Anderies, 2017). Our study showcases the application of a
Proportional-Integral-Derivative (PID) controller (Doyle, 2009) to enhance resilience under different conditions.
Furthermore, societal values are drawn from Schwartz's motivational continuum (Schwartz et a., 2012),
emphasizing the integration of diverse perspectivesin the pursuit of resilient critical infrastructure systems.

2. Background

The basis of resilient design of infrastructures requires consideration of all threats and actions that may occur
during operation. But different stakeholders have different preferences and views on a system. This becomes
especialy important when making predictions about the system'’s response to future conditions, which is mostly
necessary to model disruptions that have not happened before.

2.1. Societal values and value personas

In order to represent individual stakeholders, the approach uses value personas, comprised of sets of societal
values, from which the model parameters are derived. The societal values describe congruent ideas about
something estimable and worth aspiring to (Deci and Ryan, 2000; Scherr, 2016). Whereas people may share the
same needs, only their values distinguish their unique individuaity and guide their choices (Locke, 1991).
Within a socia group instead of uniformly valid values there are only value complexes that critically depend on
the context (Scherr, 2016). Importantly, societal values are neither given and stable, nor equally and naturally
acknowledged by all social groups (Stehr, 1998). Following the approach in (Schonwandt et al., 2022), the
societal values understanding follows the works of (Schwartz, 1992) and (Schwartz et al., 2012). Encompassing
arange of values with personal focus and socia focus, they can be used to represent the personas of discernible
stakeholders, that are further called *value personas’. A value persona combines an individually weighted set of
the societal values so that it represents the distinguishable personality of an individual or group of people as
suggested by Locke (1991). In the following, a vaue persona addresses a group of people. An important aspect
in Schwartz' motivationa continuum is its circular arrangement of societal values, in which neighboring values
arerelated and oppositely located values exclude each other (Schwartz et al., 2012).

2.2. Theinfrastructure model

To demonstrate the application of societal values in a controlled system, we use a model based on one first
order differential equation, adapted from (Muneepeerakul and Anderies, 2017). The original framework focuses
on different classes of public infrastructure that affect how utilities interact with a natural resource. Here, the
model is stripped down to an interplay between a railway infrastructure provider and the state of a railway
infrastructure, as visualized in Figure 1. It should be noted, that the general perspective of this model is not
restricted to any type of critical infrastructure or provider.

In this abstraction, users pay the railway infrastructure provider. The infrastructure provider then has a
maintenance budget based on the revenue and the state of the infrastructure depends on the invested money and
leads to more users. We extend this model with a varying natural depreciation rate that affects the state of the
infrastructure to simulate stressors. Equation (1) represents this behavior:
= uyCpH() — I8 &)
with the performance of the infrastructure (H(I)) defined in (2):
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Fig. 1. Schematic diagram of the Infrastructure-Provider-Model.

As in Muneepeerakul and Anderies (2017), | is the state of the infrastructure [Unit 1], # is the maintenance
effectiveness [I/$], C isthe revenue as the fraction of utility provided to users by the system performance H(I)[-],
y is the fraction of C which infrastructure providers invest in maintenance [-], J is the depreciation rate of the
infrastructure over time [1/T], j is the level of aspired infrastructure state at which full performance is achieved
[-] and g is the infrastructure providers profit. The system reacts differently to stress, here implemented by a
changing amount of J. Figure 3 shows the exemplary situation where we look at different reactions of the system
to stress. The initia situation is: 4 = 0.001; C=0.6; y = 0.6, | = 3.5; p =10 and ¢ = 0.1 (see Muneepeerakul and
Anderies, 2017). We then model a stressor through the increase of the depreciation rate to J = 0.3. As resilient
systems should adapt to varying conditions, we introduced a closed-loop controller. The PID-controller has the
objective to keep the system performance constant for all disruptions. The controller adapts y depending on the
system state | with (3). It should be noted that every vaue persona has a different understand of the reference
point.

Yi = Yo + Kpe; + Kjegym,; + Kple; ©)]

where g is the current error, eqm; is the current sum of errors and Ag the current change in errors. Kp is the
proportional, K, the integral, and Ky derivative term coefficient (Doyle, 2009). Error is here the deviation
between the current and the desired system state. Kp, K|, and Kp control how fast y increases when a disruption
happens and how fast it decreases in case whenever the state is better than desired. Of course, the stressor
intensity and duration are highly uncertain and could also be subjective to different value personas. In this work
we assume one fixed scenario, so that all personas consider the same disturbance.

The systems infrastructure providers profit is described with (4):

g =X -y)CpH{) Q)
The profit is the residual cumulative value of the share not invested into maintenance from the amount paid for
using the infrastructure (C).

3. Application

The above described model is generic and can represent a control mechanism in many different contexts.
However, a decision can only be made with respect to a specific context and aso societal values are context
specific (Scherr, 2016). Therefore, to fulfil the prerequisites for combining control theory and societal values in
this research, a railway network infrastructure for personal transport is chosen as the context. Focusing on
personal regional transportation, the railway network of a city competes in varying capecities with walking,
cycling, road-based public transport (bus) and road-based private transport (car). Consequently,

Fig. 1 isinterpreted so that the infrastructure provider manages railways and stations, obtains revenue from
train tickets sold and re-invests part of this revenue into the railway infrastructure for maintenance, repairs, and
development. From the point of view of the users, the passengers, the railway network offers a service in form of
mobility so that they can accomplish their activities. In turn they pay a fee to the infrastructure provider.
Furthermore, bringing societal valuesinto this context enables to evaluate the system from the points of views of
stakeholders under different value personas.

The full range of societal values presented by Schwartz et al. (2012) is not applicable in this case. Instead, the
most relevant are chosen to be used in the model. The societal values are chosen based on the understanding of
Schwartz (1992, 1994) and Schwartz et a. (2012). In this example, railway infrastructure is an affordable means
to provide a significant level of mobility for anyone in a society, expanding the radius of travel and allowing of
al people to find work further away from their living place while also being more sustainable. The inherent
characteristics of social justice and protecting the welfare of people and nature address the value "Universalism”.
Simultaneously, the increased mobility strongly supports one's freedom and thus addresses the value "Self-
Direction”. While the added mobility can also enable people to improve their income by expanding their region
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of operation, aso the provider of the railway network as a company follows economic principles and thus the
value "Power" is relevant. Additionally, railway travel compared to other modes can satisfy certain security
needs by offering a shelter from the weather and an easy-to-use, reliable transportation, especially for people
who do not feel well to or cannot drive a car. For these reasons the four societal values "Universalism" (UN),
"Self-Direction” (SD), "Power" (PO), and " Security" (SE) are chosen for the following experiment.

In application, each societal value within a value personais given a weight. For simplicity the weights can be
set to low (0), medium (0.5) or high (1), while respecting the exclusivity of opposing vaues, put forth by
Schwartz (1992). In this case, the two antagonistic pairs of societal values are {UN, PO} and {SD, SE}. Thus,
within a value persona only one of each societal value in these pairs can have a high or low weight but not both
simultaneously. The next step seeks to establish a relationship between the societal val ues and the actual model
parameters.

3.1. Parameter fitting using 4 value per sonas

Following the storyline-approach, first, personalities are derived from the defined context that can be
expressed both in the form of value personas and in parameters for the smulation model. Table 1 depicts the
four defined value personas (left) and the respectively assumed model parameters (right). They serve as starting
values in order to establish a relationship between societal values and model parameters for later simulations.
These starting values are used to derive coefficients to formalize this relationship.

Table 1. Definition of value personas and model parameters.

Societal Values Parameters
Tpasona Universlism  Sdlf-Direcion  Power  Sectrity | Ke  Ki Ko iy c
(UN) (SD) (PO) (SB)
Capitalist 0 0.5 1 05 04 0.1 0.3 100 0.6 0.9
Socialist 1 0.5 0 0 0.4 0.2 0.9 80 0.9 0.4
Specia Needs Person 1 0.5 0 05 1.0 0.1 0.5 90 0.8 0.4
Traditionalist 0.5 0 05 1 15 0.1 0.6 90 0.8 0.7

The "Capitalist" persona is argued to focus strongly on individudistic values, especialy Power,
complemented by Security and Self-Direction because it may equally strive to secure its position as well as
maintain independence. This attitude translates into the model parameters with lower investment levels (y) and
higher costs for users (C) in order to maximize profits. Additionally, this persona assumes only 100% structural
integrity to be 100% performant (j) and a PID controller that accepts certain disruption and rather aims to
smooth-out disturbances and avoid overshoot (Kp, K, Kp).

In contrast, the " Socialist" persona has a high value for Universalism due to its aim for social justice, equality
and partially also health of the ecosystem, whereby the aspect of equality and social justice is aso supported by
the value Sdlf-Direction. Conseguently, the parameters are set so that infrastructure investments are higher (y),
transportation fees lower (C), and the utility is perceived high as long as the structural integrity is above 80% (j).
Being generaly less sensitive to structural integrity the controller is also set to react less (Kp, K;) with the
exception to rapid changes in order to dampen hard shocks (Kp).

Similarly, the "Special Needs Person” persona incorporates the same societal values as the Socialist, further
complemented by Security because it represents those citizens that experience a temporary or permanent
handicap and rely on a certain amount of extra protection, such as among others children, elderly, disabled,
injured, and pregnant persons. In contrast to the parameters of the Socialist persona, the Special Needs Person
persona parameters show several differences. It assumes slightly less but still high investments (y) and lower fees
(C) aswell as a higher level of structural integrity for maximum utility (j). Simultaneously, the PID controller is
more sensitive to proportional and steep changes of structural integrity (Kp, Kp), less so to cumulative change
(K).

The "Traditionalist" persona ams to conserve status quo, therefore characterized by the societal values on
Security, supported by Universalism and Power. The parameters are thus set to a decent amount of investments
(y), a medium costs for users (C), while alowing for minor disruptions and still obtaining full utility (j).
Similarly, the PID controller is argued to respond quicker to disruptions, is especialy sensitive to larger offsets
(Kp), less sensitive to cumulative disruption (K;), and medium sensitive to quick onset events (Kp). The input
parameters for the smulations in Fig. 2 are shown in Table 1, highlighting a weighing between aggressive and
moderate controller settings (Kp, K, Kp), as well as different perceptions of reality.

In this work, we assume that there is no ground truth. No persona knows exactly how the system will behave
during future stressors, it only reflects their individual expectations. This represents that many models in the
field of resilience engineering are based on expectations and cannot be vaidated. Fig. 2 shows the expected
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behavior from the perspective of each defined value persona over an undefined duration of time. With respect to
arail network infrastructure the time frame could refer to a day of 24 hours, for example. It stands out how the
Capitalist persona expects to make large profits by achieving the best operating capacity with less costs. The
other personas expect higher expenditure to cope with a disruption and thus make less profits. Specificaly, the
persona Specia Needs Person is less focused on profit and only barely maintains slight profits, enough to
balance out losses from minor disruptions. However, together with the Socialist persona it expects to receive
external financial support to pay for larger deficits because its priority is serving as many customers as possible
at affordable prices. The Traditionalist persona aims to achieve small but steady gains and thus shows slightly
higher profits than the Socialist and Special Needs Person personas but lower than Capitalist's. Consequently,
this behavior appears consistent with the line of argumentation designing the value persons, which supports the
choice of parameters.

These persondlities are then applied in a smple linear model that describes how the weights of the four
societal valuesin each of the value personas affect the model parameters (egquation (5)).

Pox=0py * Vi + ¢p 5)

Here, a,, represents a matrix of coefficients for each combination of model parameters p and societal values
V. The exact correlation between the value personas and model parameters is unknown and thus (5) follows the
assumption that there is alinear correlation. A value personak is part of the collection of value personas (V,) and
comprises a weighted set of societal values (v) that characterize this value persona. The set of model parameters
for each value persona Py, is obtained by multiplying the respective range of coefficients a,, with the vector of
weighted societal values (V) that defines the value persona k in V,, adjusted by a constant value per model
parameter c,. This term is solved for a,, and ¢, in order to obtain the set of coefficients and constants for
translating val ue personas to model parameters.

The target parameters are y, C, j, Kp, K|, and Kp. We assume the effectiveness of maintenance ¢ and the
depreciation rate ¢ to be external factors that are not affected by personal perspectives. Solving the linear model
(Equation (5)) results a set of coefficients and constants that can be used to convert any value persona of the four
chosen societal values into parameters of the smulation model. For validation and verification, the obtained
coefficients are applied to all possible value personas and the resulting parameters analyzed. Due to the
simplicity of the model and the reduced set of societal values used for the parametrization of the coefficients,
there is certain imprecision involved and some of the calculated parameters based on the derived coefficients
exceed their logical boundaries. Therefore, buffers are added to the coefficients to mitigate these effects. The
final set of coefficients and the constants are shown in Table 2.

Table 2. Matrix of coefficients a,, and the set of constants ¢, with respect to the model parameters p.

Coefficient Kp K Ko j y C

8p,uNN -0,1 0,15 0,35 -12 0,1 -0,2
) -0,45 -0,1 -0,4 2 0,05 -0,2
appo -0,4 0,15 0,1 2 -0,2 0,35
Qs 09 -0,1 -0,3 7 0,15 -0,1
G 09 01 0,6 90 0,7 0,7

With these coefficients, all model parameters are within the pre-defined boundaries, only four value personas
might be considered as unusable because they show strong oscillations due to a bad combination of controller
parameters.

3.2. Sdected Results

There are 49 possible combinations of vaue personas. Because it is not suitable to show al of them, we
selected the four extremain Table 3 to present our results.

Table 3. Definition of selected calculated value personas and model parameters.

Societal Values Parameters
“VauePersona | Universalism Sdlf-Direction  Power  Security | Ke K Ko i y c
(UN) (SD) (PO) (SB)
vpé 0 0.5 05 1 138 002 015 990 078 067
vpl2 0 1 1 0 005 015 0.3 940 055 085
vp30 05 1 0 05 085 002 022 895 088 035
vp45 1 1 0 0 035 015 055 800 085 030
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Fig. 2. Verification of the behavior of defined personas before deriving the coefficients.

300k ,
200k

100k

(=)
~

v

Time

Profit [$]

-100k

-200k

-300k

v

Time

Performance (H)

Loss of Performance

Acc

A
100 4 B
p——
90
80
vp6
70 vpl12
vp30
vp45
60 — P
Time
6000 5
4000 ///////////
2000
0 >

Time

Fig. 3. Simulation results for all worldviews.

Investment (y C)

=

Disruption ()

= =
3 ‘ 3

15

0.5

04

0.3

0.2

0.1

—

v

v

The simulation output is presented in Fig. 3 and shows a wide range of possible solutions for the modelled
system. Persona 6 configures the controller to be slow but steady without overshooting. This leads to a Sow
reaction time to changing conditions. Simultaneously the variable investment in maintenance is set on a rather
high level during normal operation (yC = 0.36) as well as under disruption (yC = 1.06). This leads to a decent
profit (38 k$) and the lowest downtime (2595).
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In contrast, Persona 12 configures a very reactive controller that tends to overshoot. The estimation of the
system behavior is worse (j = 94), but with a comparable amount of investment in maintenance during the
disruption (yC=1.01). The quicker reaction time results in more profit (233k$) and dlightly more
downtime (3110).

Persona 30 again has a dow controller and a more pessimistic understanding of the system (j = 89.5). This
persona invests less in maintenance (yC = 0.97) to get the same system performance and therefore makes a loss
of 209 k$ due to an expected extended downtime.

Persona 45 has an even more extreme approach to system understanding (j = 80), isonly ableto invest lessin
maintenance (yC = 0.88), and has the most loss of performance (5278). This persona configures a very reactive
controller setting, that tends to overshooting. This understanding makes the most loss (215 k$) due to the worst
expected system performance even during normal operation (95).

4, Discussion

This contribution is amed to advance the application of control systems and societal values in decision
processes. Joining both topics in this research using a smplistic and abstract differential equation model and a
reduced set of four, yet normatively complex, societal values presents a challenge. In order to bridge this gap
defining a context for this experimentation is indispensable. While the generic model is independent from a
context and finds useful application in abstract research (Demmer, 2023), the use of societal values to represent
stakeholders is strongly context dependent (Scherr, 2016). Nonetheless, providing a context also benefits the
model to find more vivid application. Considering the importance of providing a context for this research, its
description remained rather abstract and short as well. Its level of detail follows that of the model in order to
match its functionality and prevent the creation of artificial limits. Simultaneoudly, this leaves a lot of room for
interpretation that should be handled carefully in this discussion. The theme of the context is picked at random
from the pool of present topics on the German agenda of infrastructure topics.

The selection of societal values also reflects the low level of detail of the model and context description.
Based on Schwartz (1992), all four societal values used are aggregated versions and could further be
distinguished, such as Self-Direction with respect to action and thought, Security with respect to personal and
societal, Power with respect to people and resources, and Universalism with respect to nature, community, and
tolerance. In some cases, a different aspect of a societal vaue group could be relevant than in others. However,
due to the low level of detail of the model and the simplicity of the case, the four groups show better
applicahility across the range of value personas than distinct societal values from within the value groups.
Consequently, the application of the value groups for constructing different value personas in dependence of the
context appears straightforward, suggesting a good fit. Nonetheless, applying these value groups aso implies
more flexible interpretation so that the defined value personas are not as clear-cut as Table 1 suggests. For
example, the Socialist persona is set to a medium value for Self-Direction. However, arguments could be made
equally in favor of raising or lowering this weight depending on the expectation of a socially oriented person to
believe socia policies to foster the freedom of action and thought of citizens or the believe that both are not
correlated.

Trandating the value personas into model parameters relies on a number of clues on both sides that help
identify their relationships. However, the previousy mentioned simplicity of the present case complicates
identifying correlations and the nature of effects. Introducing a context mitigates these deficiencies to some
extent by wrapping the model in characteristics the societal values can relate to while the mathematical structure
remains the same. Nonetheless, the lack of detail persists and hides relevant information regarding the order of
the function that describes the relationship between societal values and model parameters. Therefore, assuming a
linear correlation seems logical and maintains simplicity. However, the choice potentially oversimplifies the
complexity of human decision-making and may inaccurately propagate stakeholder perspectivesin this case.

Moving on to the results, applying societal values, represented by value personas, adds a layer of complexity
to the evaluation process but also enhances the level of information. It clearly highlights the relevance of
underlying assumptions. By recognizing that stakeholders may have diverse interests and priorities, the model
attempts to capture this variability through differently weighted societal values that differentiate the value
personas. This approach follows the understanding that decisions related to critical infrastructure are not only
technical but also shaped by societal expectations and values. In an environment of incomplete information,
assumptions and expectations carry significant weight in a decison. The presented results for the selected
personas illugtrate possible effects. vp6 strongly values Security, suggesting that an effort should be made to
maintain a high-quality infrastructure system. This could be motivated from a traditionalist and egalitarian view,
seeking to protect what you have as much as possible. This persona could also represent a more fragile group of
people, similar to the Special Needs Person persona (Table 1), who relies significantly on the infrastructure's
functioning. This is supported by high values of j (Table 3) and yC (Fig. 3). vp12 focuses on Self-Direction and
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Power values, such as small to medium sized economic actors who aim to expand their business to gain a larger
share of the market while remaining flexible to the desires of customers. In order to achieve high profits, vp12
expects the second highest investment level (yC). In contrast to vp6, vpl2 funds the investments from higher
price levels (C) from which a larger portion is retained to drive profits. Such behavior istypical for businessesin
vendor markets and monopolies, such as premium goods or some capital -intensive sectors. vp30 focuses on Self-
Direction and supported by Security and equality aspects. The missing Power value allows the focus to shift
away from profit to other aspects. Therefore, the price is set low (C) while alarge portion of the revenues (88%)
isre-invested into the infrastructure (y), resulting in a dightly lower investment level (yC) but also achieving less
financial burden on users. vp45 has a strong focus on nature, socia justice, and self-determination. It is thus
more socially oriented than the previous value personas. The minimum required system state is 80% (j), while
aso the prices are lowest (C), and the share of investments from revenues is second highest (y), which suggests
that the value persona gets more utility from allowing many people affordable access to a mainly functioning
infrastructure than few people expensive access to fully operational infrastructure. A degree of inefficient
alocation of investments could also be attributed to investments into side-topics. The partial focus on nature and
social aspects under vp45, for example, may result in spending on natural habitat as part of the investments.
However, the system model does not account for contributions to nature and thus the effect does not show. vp30
and vp45 both ask small fees from customers but a higher share of spending from the revenue of infrastructure
providers. This contributes to socia justice by reducing the financial burden on individuals, especially for those
with low income who depend on the train network in their daily lives. However, as the profit curves of both
personas show Fig. 3, in both cases the financia losses from disruptions cannot be recovered easily from
operational income. Therefore, these two personas would expect the costs from disruptions to be covered by a
third party that is not part of the modelled system. In socially oriented societies, such costs could be covered by
the government. Especially infrastructure investments are often government funded because of enormous
investment and maintenance costs.

Compared to the expected behavior of personas vpl2 and vp45, the PID controller under vp6 and vp30 is set
to react slower to the disruption. Its reaction to the disruption sets in around a similar pace as the others but the
recovery rate degrades quickly to smoothen the curve until it reaches the desired state. This behavior could be
explained with less spending due to less concern about quick recovery. Which contradicts the societal value
composition of vp6, focusing on Security under the support of Power. Thus, it could be argued that this persona
does not believe the recovery processes could realistically go quicker. In contrast, vpl2 and vp45 show high
recovery rates that easily overshoot which leads to an oscillating behavior. The oscillations under vpl2 last
multiple times longer than under other value personas. However, the model is sensitive to certain parameter
congtellations, leading to strong oscillation as mentioned previousdly. Therefore, the behavior of vpl2 could in
fact indicate realistic overshooting behavior or could be caused by systemic imprecision of the used model. This
model sensitivity isalimitation to be aware of in the future.

Furthermore, regarding the practice of cost-benefit-analysis in infrastructure planning the use of societa
values illustrates several implications. The value persona shown in Fig. 3 must not be confused with alternative
strategies to be evaluated and selected from. The graphs illustrate the expected performance of the same strategy
under different perspectives, the value personas. With respect to cost-benefit-analysis the different value
personas represent uncertain scenarios of different evauations of a strategy. First, the graphs highlight the
different expectations of some of the costs and benefits. For example, it raises awareness for the uncertainty that
the expected costs change significantly with the underlying point of view and assumptions. Therefore, it could be
useful to take the range of possible scenarios into account. Additionally, looking closer at the properties of a
value persona can reveal more aspects. Costs are commonly expressed in economic terms, which is practical for
quantitative analysis. In contrast, a value persona may consider non-monetary aspects of the state and
performance of an infrastructure as more important than the monetary aspects. Considering someone from the
Special Needs Person persona, the ability to access a train network can have tremendous impact on that person's
life in terms of invaluable experiences through the boost in mobility. Any moment of downtime of this
infrastructure presents great sacrifices for that person. Not so from the point of view from other personas. The
use of societal values can thus enrich such analysis by supporting different stakeholder perspectives. These
results are the basis for the search of compromise strategies and more elaborate sensitivity analysis to identify
critical dependencies between infrastructure systems and their stakeholders. Moreover, this approach can help to
better understand the current properties that stimulate a decision and how these properties could be evaluated in
the medium to long-term future when an infrastructure is still there but the desires of stakeholders have evolved.

With this in mind, the success of the proposed approach relies on accurate data inputs and parameterization.
Obtaining real-world data that precisely represents societal values and their impact on critical infrastructure
decisions can be challenging. Validating the model against empirical data is crucial but may be limited by the
availability of comprehensive datasets. Similarly, the above exercise applies deterministic modelling, potentially
overlooking the probabilistic and uncertain nature of societal values. Future developments in the methodology
could incorporate probabilistic modelling to acknowledge the uncertainty in stakeholder preferences.
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5. Conclusion

Resilience management of critical infrastructures relies from a technical perspective to certain extent on
control theory in which a system is controlled based on feedback to adapt to adverse effects. We argue that
resilience management presents a decision problem characterized by a range of different stakeholders. Each of
whom with their individual perception on the system properties, the target resilient state and available means to
control a system, resulting in different expected system behavior.

The work proposes a novel approach by combining control theory with societal values to assess and enhance
the redilience of critical infrastructure systems. In order to better understand the implications, we expand a
simpligtic first order differential equation model with the concept of societal values. We discuss the process of
converting value personas into model parameters, involving the fitting of coefficients. The use of linear
equations to establish this connection suggests a pragmatic approach to acomplex problem. The iterative method
described for adjusting coefficients to ensure personas remain within realistic simulation boundaries
demonstrates a commitment to maintaining the integrity and applicability of the model. The simulation results
across 49 possible val ue personas show significant differences between the expected utility of each strategy. This
is highly important to consider in a cost-benefit analysis of measures to enhance the resilience of long-living
critical infrastructure.

Future work shall respect the simplicity of the used model and its sensitivity to the parameters, running the
risk of unrealistic oscillating behavior. Additionally, the application of four societal values on this simplistic case
leaves great room for interpretation, which may be stifling for specific research agendas. Increasing the detail of
the used model as well asincreasing the detail of data and information about a research case could help there.

References

Annema, J. A., Mouter, N., Razaei, J. 2015. Cost-benefit analysis (CBA), or multi-criteria decision-making (MCDM) or both: politicians’
perspective in transport policy appraisal. Transportation Research Procedia 10, 788-797. doi: 10.1016/j.trpro.2015.09.032

Carlson, L., Bassett, G., Buehring, W., Collins, M., Folga, S., Haffenden, B., ... Whitfield, R. 2012. Resilience: Theory and Applications.
Argonne.

Chester, M, Underwood, B., Allenby, B., Garcia, M., Samaras, C., Markalf, S., Sanders, K., Preston, B. & Miller, T. R. 2021. Infrastructure
resilience to navigate increasingly uncertain and complex conditions in the Anthropocene. npj Urban Sustainability 1 (1). doi:
10.1038/s42949-021-00016-y.

Deci, E. L., Ryan, R. M. 2000. The “What” and “Why” of Goal Pursuits: Human Needs and the Self-Determination of Behavior.
Psychological Inquiry 11(4). doi: 10.1207/S15327965PL11104_01

Demmer, T., Kahlen, J, Lichte, D., Wolf, K.-D. 2023. On the Use of Control Theory to Enhance Systems Towards Resilience. In Proceeding
of the 33rd European Safety and Reliability Conference, 1242-1249. doi: 10.3850/978-981-18-8071-1_P434-cd.

Doyle, J., Francis, B., Tannenbaum, A. 2009. Feedback control theory. Dover books on engineering.

Kanno, T., Koike, S., Suzuki, T. and Furuta, K. 2019. Human-centered modeling framework of multiple interdependency in urban systems
for simulation of post-disaster recovery processes. Cognition, Technology & Work 21 (2), 301-316. doi: 10.1007/s10111-018-0510-2.

Kwakkel, J. H., van der Pas, J. W. G. M. 2011. Evaluation of infrastructure planning approaches: An analogy with medicine. Futures, 43,
934-946. doi: 10.1016/j.futures.2011.06.003

Lempert, R. J.,, Popper, S. W., Bankes, S. C. 2003. Shaping the Next One Hundred Y ears: New Methods for Quantitative, Long-Term Policy
Analysis. Academy of Management Learning & Education. SantaMonica, CA: RAND. doi: 10.5465/amle.2005.19086797

Locke, E. A. 1991. The Moativation Sequence, the Mativation Hub, and the Motivation Core. Organizational Behavior and Human Decision
Processes 50, 288-299. doi: 0749-5978/91

Muneepeerakul, R. and Anderies, J. M. 2017. Strategic behaviors and governance challenges in social- ecological systems. Earth's Future
5(8), 865-876. doi: 10.1002/2017EF000562.

Pimm, S. L., Donohue, I., Montoya, JM. and Loreau, M. 2019. Measuring resilience is essential if we are to understand it. Nature
sustainability 2(10), 895-897. doi: 10.1038/s41893-019-0399-7.

Rehak, D., Senovsky, P., Hromada, M., Lovecek, T. 2019. Complex approach to assessing resilience of critical infrastructure elements.
International Journal of Critical Infrastructure Protection 25:125-138. doi: 10.1016/j.ijcip.2019.03.003.

Scherr, A. 2016. Soziologische Basics. (Scherr, A., Ed.) (3rd ed.). Wiesbaden: Springer VS.

Schonwandt, ., Kahlen, J,, Lichte, D., 2022. Implementing Societal Values as Drivers for Performance Indicators to Improve Resilience
Analysis of Critical Infrastructure. 32nd European Safety and Reliability Conference, 188-195. doi: 10.3850/978-981-18-5183-4_R05-
04-657.

Schwartz, H. 1992. Universalsin the Content and Structure of Values: Theoretical Advances and Empirical Testsin 20 Countries. In
Advancesin experimental social psychology. (Zanna, M., P., Ed.) 1-65. Elsevier.

Schwartz, S. H. 1994. Are there universal aspects in the structure and contents of human values? Journa of Social Issues 50(4), 19-45.

Schwartz, S. H., Cieciuch, J., Vecchione, M., Fischer, R., Ramos, A., Konty, M. 2012. Refining the Theory of Basic Individual Values.
Journal of Personality and Social Psychology 103(4), 663-688. doi: 10.1037/a0029393

Stehr, J. 1998. Sagenhafter Alltag. Uber die private Ancignung der herrschenden Moral. Frankfurt an Main/New Y ork: Springer VS. doi:
10.1007/978-3-658-22005-1_9

95



96



