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Abstract 

This research article presents a methodical data-based approach to systematically identify key factors in safety-related failure 
scenarios, with a focus on complex product-environmental systems in the era of Industry 4.0. The study addresses the 
uncertainty arising from the growing complexity of modern products. The method uses scenario analysis and focuses on 
failure analysis within technical product development. The approach involves a derivation of influencing factors based on 
information from failure databases. The failures described here are documented individually in failure sequence diagrams and 
then related to each other in a relationship matrix. This creates a network of possible failure scenarios from individual failure 
cases that can be used in product development. To illustrate the application of the methodology, a case study of 41 Rapex 
safety alerts for a hair dryer is presented. The failure sequence diagrams and influencing factor relationship matrices show 46 
influencing factors that lead to safety-related failures. The predominant harm is burns and electric shocks, which are 
highlighted by the active and passive sum diagrams. The research demonstrates a robust method for identifying key factors in 
safety-related failure scenarios using information from failure databases. The methodology provides valuable insights into 
product development and emphasizes the frequency of influencing factors and their interconnectedness. 
 
Keywords: complexity, complex product development management, failure analysis, scenario analysis, key factors, influence factors,  
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1. Introduction 

1.1. Challenges in developing complex products 

Modern product development is confronted with novel challenges in light of emerging trends like 
digitalization, automation, and connectivity, which collectively can be summed up as Industry 4.0. Phenomena 
such as the Internet of Things or smart factories are increasingly blurring the boundaries of systems and making 
it more difficult to distinguish them from the environment. This is characterized by a growing variety of products 
and increased system dynamics, which can be described as complexity, leading to an uncertainty: Products are 
becoming so complex that the extent of their impact on the usage phase cannot be fully predicted at the time of 
development. 

The observation that the number of transistors on microchips and their performance doubles every 2 years led 
to the formulation (Moore, 1998). Today, Intel confirms this trend and assumes that 1 trillion 
transistors will be installed in a semiconductor package by 2030 (Intel, 2023). Complex systems are influenced 
by uncertainty which arises through product variety, market fluctuations and their effects. Increased variety leads 
to the creation of additional information and opens up possibilities for unforeseen or unusual impacts of a 
product, process or system. This increases the amount of data and expertise required to manage the resulting 
consequences (ElMaraghy et al., 2012). The automotive sector provides an illustrative example of this. A single 
modern vehicle can integrate up to 150 electronic control units (ECUs) -Cruz et al., 2021). The 
complexity of these ECUs is further increased by the rising demand for functions and data transfer, e.g. through 
automated driving (Wartzek et al., 2020). In the context of a system of systems, this results in a large number of 
possible interactions and interdependencies that cannot be fully predicted and controlled in the development 
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phase of the product. Conventional methods of static failure analysis reach their limits here. Engineers need new 
methods to deal with this uncertainty in order to react dynamically to unforeseen problems. In this context, the 
continuous improvement of the product throughout its lifecycle is becoming more important. This also results in 
a release problem. When has the necessary maturity for the start of series production been reached if the holistic 
extent of its impact has not yet been determined? 

1.2. Managing Complexity with Scenario Analysis 

In order to manage complexity in product development, the potential interactions between systems, 
subsystems and the environment must be systematically analyzed. Scenario analysis offers a method for this, 
since uncertainty and complexity of product systems can be considered by scenario-based approaches (Amer et 
al., 2013). Scenarios are hypothetical sequences of events which allow the evaluation of a possible chain of 
causal events (Kahn and Wiener, 1967). An event is an occurrence at a point in time (ISO, 2022). The sequence 
of events begins with causes and ends with a result. The scenario analysis process is well-known in the context 
of strategic business or product planning, see Figure 1. 

 

In the first phase of the scenario analysis process, the scenario field is defined. It is determined what the 
subject is, which aspects are to be considered and which will not be considered. In the second phase, the factors 
that determine or the scenario field or have an effect on it are described. In the second phase, the factors that 
determine or influence the scenario field are described. The key factors are variables, parameters, trends, 
developments and events that are taken into account centrally as the scenario process continues (Kosow and 

. In the third phase, the key factors are analyzed. What possible characteristics or developments are 
conceivable? In the fourth phase, the scenario development, the possible projections of all key factors are 
summarized in bundles. Which scenarios are conceivable and how consistent are they? In the last phase, 
strategies for the decision field are derived.  

This approach can be transferred to product development for the purpose of failure analysis. ISO 21448 has 
even required this since 2022 for the development of road vehicles. A failure can be considered the result of a 
chain of events which is the definition of a scenario. In order to understand the causality of a failure, it is 
necessary to examine the connection between causes and results. A formalized description of this sequence is 
required for a systematic failure analysis. (Iino et al., 2003) uses "actions" as a link between causes and results in 
a scenario. In (Bielefeld et al., 2020) the "effect" connects cause with result. In the FMEA (failure modes and 
effects analysis) by (AIAG & VDA, 2022), failure causes lead to a failure mode, which characterizes the 
malfunctioning behavior. This can lead to different failure effects, which are defined in (AIAG & VDA, 2022) as 
consequences of a failure. This differs from the definition of (Bielefeld et al., 2020), which is used in the 
following: 

 
Definition 1. 
An Effect can be understood as a logical, physical or mathematical equation. 
For example, centrifugal force would be an effect according to the definition. It is a function of mass, velocity 
and radius which can be considered as influencing factors of the scenario. Identifying influencing and key factors 
in complex product systems pose some challenges. 

1.3. Challenges in the Identification of Scenario Influencing Factors 

Figuring  out  how  to  categorize  the  system  elements  into  cause, action, event, effect, and result, as well 
as elucidating their interrelationships, is a challenge (CH1). The network of system elements that contribute to a 
scenario are also called influencing factors (Gausemeier et al., 1998).  et al., 2020) compared three 

Fig. 1. Process of  Scenario Analysis based on (Gausemeier et al., 1998; Schuh et al. . 
 



   

approaches of scenario development: intuitive logic approaches (qualitative), cross-impact approaches 
(quantitative) and consistency-based approaches (both quantitatively and qualitatively). In these cases, the terms 
"quantitative" or "qualitative" do not refer to the collection of influencing factors, but to the way in which these 
factors are integrated and further used in the analysis process. Their identification is mostly done with qualitative 
methods like brainstorming, method 6-3-5 or Delphi method (Gausemeier et al., 1998; Schuh et al., 2014). This 
poses a challenge (CH2) as these methods reach their limits with increasing complexity of the viewed system. In 
failure analysis, the probability of occurrence and detection of the failure and the severity of the harm must be 
considered (AIAG & VDA, 2022). Cross-impact approaches consider the probability of occurrence of events. 
However, the probability of detection and the severity of harm are not considered in any of these approaches 
(CH3). The identification of failure scenarios and their influencing factors, as described in CH1 to CH3, is of 
central importance, since it forms the basis for failure and risk analysis, e.g. in (ISO, 2018a, 2018b, 2022; AIAG 
& VDA, 2022). 

2. State of the Art: Systematic Identification of Influencing Factors for Scenarios 

Existing approaches of the systematic data-based identification of influencing factors are analysed in this 
section. The databases of Web of Science, Springer, IEEE Xplore, Science Direct and Wiley were searched with 
the keywords (determining OR determine OR identify OR identification) AND influencing factor

. Articles that describe an approach for data-based identification of influencing factors regarding target 
values of technical products and their development were considered. 

2.1. Approaches of systematic identification of influencing factors 

Before analysing the influencing factors, they must be collected and pre-processed. This can be done with 
databases. (Mahboob et al., 2017) divide the scenario in an actor, system and environment model with its own 
databases for storing the influencing factors. Here, they are collected through the observation of an VR 
environment. (Bielefeld et al., 2020) use databases for effects, events, the product system and the environment. 
The selection of influencing factors is not be discussed in more detail. (Yan et al., 2020; Yuan, 2022; Munikhah 
and Ramdhani, 2022) conducted a literature review to collect influencing factors. (Li et al., 2022) combined 
multiple sources of data with machine learning to derive influencing factors. For instance, the sources Li et al. 
used are open street maps, ride sharing trajectory data, number of facilities and user review data. In (Kisenasamy 
et al., 2022; Yuan, 2022; Alrawi et al., 2022) influencing factors are obtained from the results of a survey. The 
influencing factors with regard to vehicle emissions were determined in (Chen et al., 2018) using a 
dynamometer. A similar approach using a test rig was chosen in (Li et al., 2021) to determine factors influencing 
the performance of an air curtain. (Morais et al., 2022) analysed accident report datasets with a machine learning 
classification scheme that identifies the relation between human errors and their influencing factors. The 
categories "organisational", "technological", "individual" and "human execution" of the factors are predefined. 

 et al., 2020) provide an agile approach for scenario modelling. Influencing factors are selected from a 
database of projects in a defined topic area and supplemented by project-specific factors in an iterative way. 

2.2. Approaches of determining the interrelationship and interaction of influencing factors 

The literature presents different approaches for investigating the network of influencing factors of a scenario 
that characterizes the connection between causes and results (Fig. 1). (Mahboob et al., 2017) use SysML 
behaviour and structure models, like internal block diagrams, state machine diagrams or activity diagrams, in 
order to model the relationship of influencing factors. (Bielefeld et al., 2020) applied a model-based systems 
engineering approach, the Demand-Complaint-Design (DeCoDe) by (Mistler et al., 2021) for modelling failure 
networks. DeCoDe defines relations between system elements that can used to draw connections between 
influencing factors. For instance, in DeCoDe functions fulfill requirements. Components realize functions. 
Processes use components as resources and realize functions. Persons uses and realizes processes and 
components and persons realize functions. In (AIAG & VDA, 2022) parameter diagrams are proposed. The 
diagram includes a model of the product, its inputs and outputs, its functions and requirements and noise factors, 
which are similar to the scenario influencing factors. In addition, Failure Networks are addressed without going 
in more detail. The observation of predefined influencing factors by a camera which is monitoring an artificial 
test track was done by (Yan et al., 2020; Ye et al., 2016). (Li et al., 2022) analysed the correlation between the 
built environment factors and the multidimensional urban vitality on the street using a multiple regression model. 
In (Munikhah and Ramdhani, 2022), the interaction between influencing factors is determined by experts with 



   

the use of a pairwise comparison. (Gausemeier et al., 1998) project possible developments of each influencing 
factor in bundles that are then subjected to a consistency check in order to free them from contradictions. (Schuh 
et al., 2014) applies a SARIMA regression model to analyse the contributing factors. 

3. Research Questions and Objective 

The literature shows that there is a wide range of scenario analysis methods. Scenario-based methods are 
already established in the strategic planning of products and companies. In the area of technical product 
development, the methods are becoming increasingly important. However, there are still questions to be 
answered. A central step in all scenario analysis methods is the analysis of influencing factors and the 
identification of key factors. This step frequently depends on qualitative methodologies, which lack tailored 
considerations for the complex structure of causal failure relationships in technical products that interact with 
their environment. This introduces a level of uncertainty, particularly when applied to complex systems. It must 
be ensured that the identified factors comprehensively cover the entirety of potential malfunctions that a product 
may experience throughout its utilization phase. The objective of this research lies in addressing these 
uncertainties with a robust methodology that adequately considers the complex relationship between the product 
and environmental systems within its operational contexts. The following research questions were posed to guide 
the development of the method. 

 RQ 1. What elements or influencing factors must the chain of events contain in order to describe 
failures in technical products? How can these factors be systematically identified? 

 RQ 2. How can actual information from failure databases be used to make the method robust? 
 RQ 3. How can the relationships between the factors that lead to failures be characterized in order to 

prepare a further analysis? 
The developed method is presented in section 4 and validated in a case study in section 5. A discussion of the 

results is given in Section 6. A conclusion is drawn in Section 7. 

4. Methodology 

4.1. Elements of the chain of events in scenario-based failure analysis 

Section 2 showed that causes, results, actions and effects are necessary to describe a chain of events. With 
regard to failure analysis, the results are limited to failures. Failures are definded by the non-fulfillment of 
requirements (ISO, 2015). To further narrow the focus, only safety-relevant requirements are considered. A 
systematic identification of these elements can be accomplished through systems thinking (Haberfellner et al., 
2019). Systems consist of interconnected elements that are separated from the environment by a system 
boundary. A system can be part of a system of systems, allowing the environment to be described. It is essential 
for a system to fulfill a function by transforming inputs into outputs. The elements of a socio-technical system 
can be described by components, functions, processes, requirements and persons (Mistler et al., 2021). To 
examine how inputs, outputs and the environment can be described in more detail in the context of scenario-
based failure analysis, reference can be made to the FMEA handbook of (AIAG & VDA, 2022), which defines 
parameters to be taken into account for product and process FMEAs. Processes are also relevant here, as usage 
processes describe the use of the product by the user in their environment. In addition to the parameters already 
described, the FMEA handbook also references control and noise factors. A control factor intentionally adjusted 
to manipulate the output of product and control its function. A noise factor in a product system represents an 
uncontrollable variable or external influence that may introduce unwanted variations or disruptions in the 
product's performance, that can be used specifically to describe the environment. The parameters derived for 
describing a chain of events in failure analysis of technical products are summarized in Figure 2. 

 
 

 
 

Fig. 2. Parameters of the chain of events for scenario-based failure analysis. 
 



   

Components, functions and their relationships are part of the system. They can be direct causes of failures or 
contribute to actions or effects which lead in further steps to failures. Control factors and noise factors are inputs 
to the system. They can be classified as causes or as inputs into effects. Actions include users. In combination 
with effects, they link causes with results. As a result, only safety-relevant failures are taken into account, which 
can be also considered as harm.  

4.2. Databases as Sources of Failure Information  

A systematic identification of influencing factors can be done by listing the factors that have actually led to 
failures in the usage of the product. Using a large amount of data ensures the completeness of the analysis. 
However, new phenomena that have not yet occurred are not examined here. They need to be analyzed in a 
further step. Databases with a large amount of information include customer review platforms such as Amazon 
or Ebay. The quality and validity of the information in such platforms varies greatly. This inadequacy could be 
compensated by a very large amount of data. To filter this data, further steps would be necessary that would go 
beyond the scope. In order to be able to present the method in a compact manner, fewer but higher quality data 
should be used. This kind of data can be found in the Rapex database. The Rapex (Rapid Exchange of 
Information System) database is a European Union system that enables quick information exchange about non-
food products posing health and safety risks to consumers. It facilitates coordinated actions among EU member 
states to remove or restrict such products from the market. Safety gate alerts can be searched on their website 
(https://ec.europa.eu/safety-gate-alerts/screen/search?resetSearch=true), in which safety-relevant failures of 
products are described. This information is used in the following. 

4.3. Failure Sequence Diagram 

The Rapex database provides an amount of failure descriptions of given product types. The failure description 
in text form needs to be transformed in a sequence of events to represent a scenario. The parameters defined in 
Figure 2 are used for this. From a starting point, which is given in the failure description, for example a 
component which is not working, a sequence of components, functions, control and noise factors, actions and 
effects is derived which lead to a failure. The sequence consists of a linear temporal chain of events, in which a 
single event can only happen at the same time step. Often the underlying effects are not mentioned. These must 
be identified themselves in order to clarify the causes of events. The Triz effects database or Koller's effects 
catalog can be used for this purpose (Oxford Creativity, 2022; Koller and Kastrup, 1998). In addition to the 
effects, the parameters that serve as input for the effects are also listed here. This allows further inputs, e.g. from 
the environment, to be identified that influences the system. A failure sequence describes an individual scenario 
of how a product can fail. This single failure can be considered as failure case. In order to cover the entire 
probability space, as many failure sequences as possible from as many Rapex messages as possible must be 
documented. This information can therefore be combined into a network of scenarios to more accurately predict 
the potential failure behavior of the product in the usage. An example of a failure sequence diagram can be found 
in Figure 4. 

4.4. Influence Factor Relationship matrix 

Once individual failure scenarios have been documented, they must be interconnected. For this relationship 
matrices can be used. Again, the parameters from Figure 2 are used and are plotted against each other in a cross 
comparison. The relationship matrices are based on the failure sequence diagrams. The Interrelationships of all 
failure sequence diagrams are displayed in a single relationship matrix. Because the failure sequence diagrams 
only allow a single event to occur at a time step, the events are related to each other from a time step to another. 
In the reference matrix, the related events are linked from the column vector in the direction of the row vector 
with a 1 The sequence diagrams are displayed step by step pair-wise for each time step in the matrix. If new 
events occur, the header row and column of the matrix must be added. If the same relationship occurs twice, a 
1  is added to the existing 1 . The relationship then has the value 2 . This describes a weighting of the 

relationships and elements. The more frequently an element and a relationship occurs and contributes to a 
failure, the greater is its value. Then the values of the events per row and per column are added together. The 
added values in the right-hand column describe the active sum per event. It indicates how much one event has 
influenced another. The added values in the bottom row describe the passive sum per event. It indicates how of 
one event was influenced by another. These parameters help to improve understanding of the network of 
influencing factors and their relationship to each other. An example of an influence factor relationship matrix can 
be found in Figure 5. 



   

4.5. Active and passive sum diagram 

The visualization of the previously determined passive and active sums per factor is done in the active and 
passive sums diagram. The y axis of the diagram shows the active sums, while the passive sums are plotted on 
the x axis. Both axes are normalized between 0 and 100. Each factor is thus given its own unique coordinating. 
Areas are entered in the diagram that divide the factors into groups. The area near the y axis describes dominant 
factors, which mainly influence other factors. The area near the x axis describes reactive factors, which mainly 
are influenced by other factors. The area between the two axes describes dynamic factors that influence and are 
influenced in a balanced manner. Key factors that stand out from the other factors in their sums can now be read 
from the diagram. It should be noted that only statements about frequency can be made here. Information about 
the influence on the severity of damage, for example, cannot yet be read off here. However, the passive and 
active sum diagram provides important information for further scenario-based failure analysis. An example can 
be found in Figure 6. 

5. Case Study 

The methodology is demonstrated on the case study of a hairdryer. 41 Rapex safety alerts were used for the 
analysis. An example of a hair dryer safety alert, which was used, is shown in Figure 3. 

 

 

The safety gate alert describes how the hair dryer shown above could fail in a way that could result in burns, 
electric shock, or fire, which are three different failure cases which have to be documented in three failure 
sequence diagrams. The diagram for the case burn is shown in Figure 4. 

 
It is visible that the urn  only becomes effective through an effect and an action. The Joule-Lenz-heating 
effect converts a current through an electrical resistance into heat. However, this only leads to a burn if the user 
operates the hairdryer without interruption. The Figure shows a single safety case of a Rapex alert. Using this 
procedure, failure sequence diagrams of 41 safety cases were created and converted into the relationship 
diagram. 
An excerpt of the diagram is shown in Figure 5. 

Fig. 3. Risk of burn, electric shock and fire of a hair dryer from Rapex safety gate alert number A12/02261/23 (European Commission, 2023). 

Fig. 4. Failure sequence diagram for the failure of a hair dryer which results in burns derived from the safety gate alert A12/02261/23. 



   

The overall diagram consists of a 50 x 50 matrix in which 46 influencing factors are included, which are 
sorted into the parameters components, functions, control and noise factors, actions, effects and failures derived 
in section 4.1. The respective active and passive totals of the rows and columns with the corresponding ranks in 
relation to all influencing factors can be seen in Figure 5. An overview of all influencing factors determined with 
the corresponding sums is given in Table 1. 

 

Table 1. Influencing Factors with active and passive sums 

Fig. 5. Influence factor relationship diagram (excerpt) of 41 Rapex safety gate alerts of hair dryers  



   

The 46 influencing factors lead to a total of 3 types of damage in different scenarios: burns, poisoning and 
electric shock. Since the harm is defined as the result of the scenario, it only has a passive sum. The active sum 
corresponds to 0, as no further events are taken into account after the harm occurs. Electric shock is the most, 
followed by burns. Poisoning has occurred twice. One of them is lead poisoning. The other is poisoning with the 
chemical DEHP. To derive more information from the summation table, the values are displayed in the active 
and passive sum diagram (Figure 6). 

The key factors can now be read from the diagram. The numbers correspond to the IDs of the influencing 
factors from Table 1. The factors that are recognizable as key factors are the dynamic factors 23 

 and 27 
results in the scenarios. Also important are the dominant factors 1, 6, 8, 13, 21, the dynamic factors 12, 24, 27, 
38 and the reactive factor 22. The labels can be read in Table 1.  

6. Discussion 

The methodology for identifying key factors in failure scenarios shows revealing results. Based on 41 Rapex 
safety gate alerts, 46 influencing factors were identified that lead to safety-relevant failure regarding the case 
study example hair dryer. The most important harms are burns and electric shocks, which are also highlighted by 
the active and passive sum diagram in Figure 6. As expected, the "poisoning" harm was rated as less important 
because it is based on only two sources. The function of the temperature increase is particularly emphasized 
when looking at the sums, which is mainly due to the Joule Lenz heating effect. When developing new products, 
greater attention must therefore be paid to how this effect can be negatively influenced. The current flow, 
electrical resistance and time play a role. The time factor is particularly difficult to control here, as the influence 
factor 34 "operation without breaks" also shows. For this purpose, safety devices can be recommended that 
indicate to the user when the device should be switched off. This should be integrated redundantly to the cut-off 
switch, as it has repeatedly failed. The damage of the electric shock was often caused by the influencing factor 

Table 1 (continued). Influencing Factors with active and passive sums 

Fig. 6. Active and passive sum diagram of 46 influencing factors  



   

37 "user touches accessible live parts", was mainly a result of too large distances between components (factor 
31) or power cables that were susceptible to damage. During product development, particular attention must be 
paid to the factors that influence the mentioned risk factors. Secure connections of the power cables, sufficient 
material thicknesses of the cable insulation and dimensions of the plug fastenings that are matched to the rest of 
the product should be checked especially in quality assurance tests. The active and passive sum diagram reveals 
key factors that have higher active and passive sums than the other factors. However, it should be noted that this 
statement refers to frequencies. Other important parameters of a risk analysis, such as the severity of damage, are 
not yet considered here. The results mainly show how often an influencing factor has influenced the system and 
how often it has been influenced itself. Statistical parameters for further failure analysis can be derived from this 
information. It should also be mentioned that the results of this work only represent the part of the key factors 
identified by a scenario-based failure analysis. By linking the influencing factors through a relationship matrix, 
the part of the scenario formation has already been started, which is to be completed by further methods. The use 
of graphical representation, including failure sequence diagrams and influence factor relationship matrices, aids 
in visualizing complex interactions among influencing factors. Potential biases in the data, derived from safety 
databases, may limit the generalizability of identified failure scenarios. The methodology can be extended to 
various product categories, thereby enhancing product safety across diverse industries. The integration of 
severity assessments in future iterations could provide a more comprehensive understanding of the impact of 
identified failure scenarios. Additionally, the potential development of automation tools holds promise for 
streamlining the analysis process and increasing overall efficiency. There is a risk of over-reliance on empirical 
data, particularly if safety alerts from existing databases lead to an emphasis on specific types of failures and fail 
to capture emerging risks. 

7. Conclusion 

In this research article, a data-based methodology for the systematic identification of key factors in safety-
relevant failure scenarios was presented. The approach is based on safety gate alerts from the Rapex database, 
but can also be supplied with failure information from other databases. However, attention must always be paid 
to the relationship between data quantity and data quality. The methodology serves as a basis for further 
scenario-based failure analysis. Recommendations for product development have already been derived for the 
hairdryer case study example. It was shown, that a failure scenario can be described with the parameters 

RQ1).  It 
was also shown that linking causes and results in failure chains through the combination of actions and effects is 
valid. Each of the 41 harms that were analyzed only became effective through an action, an effect or a 
combination of both. Through the separate documentation in failure sequences, which were later combined in a 
relationship matrix, information from databases could be used effectively (RQ2). Using information from failure 
databases makes the method robust because it is based on actual failures from the application of the product. 
However, new failures that have not occurred before cannot be identified this way. For product development, a 
combination of sources for failure analysis is therefore recommended, which should consist of real information 
as in the present method, as well as theoretical information that results from classic analysis methods. The value 
of the presented methodology lies primarily in the provision of a range of information that is produced 
systematically and covers the significant range of possible failures. The relationship between the influencing 
factors could be characterized by active and passive sums which were further grouped into dominant, dynamic 
and reactive factors (RQ3). However, these parameters initially only describe the frequency with which the 
factors occur. For a subsequent risk analysis according to (AIAG & VDA, 2022), the parameters of damage 
severity and probability of detection still need to be taken into account. Future work will deal with the further 
process of scenario-based failure analysis of complex product-environmental systems according to Figure 1. In 
order to optimize the use of information from the databases, it is proposed to support the processes by using tools 
to automate the output of the diagrams. 
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