Advances in Reliability, Safety and Security, Part 4 — Kolowrocki, Dgbrowska (eds.)
© 2024 Polish Safety and Reliability Association, Gdynia, |SBN 978-83-68136-16-6 (printed), |SBN 978-83-68136-03-6 (electronic)

Advances in Reliability,
Safety and Security

ESREL 2024
Monograph Book Series

Risk Management In Higher Education:
Recent Developments And Challenges

Eivind Lorentzen Styr, Marie Reyksund, Terje Aven

University of Stavanger, Stavanger, Norway

Abstract

Risk management in higher education and research institutions has received little attention in the risk science literature,
athough, in practice, there has been an increased awareness of these institutions' potential risks. The handling of the COVID-
19 pandemic in universities and colleges and different cases involving academic espionage and cybercrime demonstrate the
need for systematic and prudent risk management in the higher education sector. However, implementing more robust risk
management regimes in such an environment could hamper other goals and values typically associated with higher education
and research, such as knowledge-sharing, collaboration, and the principle of academic freedom. This paper explores recent
trends and developments relevant to higher education risk management and discussesrelated challenges. The aim is to
provide new insights that will contribute to improved risk management in the higher education sector, building on current
risk science principles. Finally, we make some recommendations for future work.
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1. Introduction

There has been growing attention on the potential risks in higher education and research (HE) in recent
years. The academic environment represents the forefront of knowledge development and innovation, making
HE institutions more exploited to threats from state intelligence and cybercrime (PST, 2023). This development
is closely related to the vast digitaization of this sector in the past few years and the geopolitical situation the
world is currently facing (Wang et a., 2023). The risk landscape is becoming more complex due to emerging
trends such as changes in societal dynamics, technological advancements, and the impact of globalization.
Globalization has been identified as a critical factor contributing to large-scale cascading events, including
global pandemics (Aven and Zio, 2021).

On the positive side, the devel opments provide new opportunitiesin how universities, colleges, and research
ingtitutions can be organized and managed. For example, the introduction of various digital tools changed
teaching during COVID-19, and the use of the home office has been more common due to easily accessible
cloud services. Digitalization in the HE sector has made interconnectivity and collaboration with foreign
academic institutions more effective through digital communication mediums and contributed to new business
models (Asheim, 2023). However, while digitalization is crucid for effective social and economic resource
utilization, it also introduces new vulnerabilities and challenges for risk management. According to Ulven and
Wangen (2021), the vulnerabilities are mainly linked to greater digital exposure and attack surface to the outside
world. The combination of high-value assets, such as sensitive technology and research areas, and alow level of
cybersecurity is one of the main reasons that the HE sector is an attractive target for cyberattacks and espionage
(Chin, 2023). A recent report evauating HE in 31 countries shows that the rate of cyberattacks against this sector
increased by about 50% in 2022 compared with previous years (Sophos, 2022). Another report shows that 92%
of the HE institutions in Great Britain had identified breached cybersecurity attacks in 2021-2022. These attacks
range from phishing attacks (97%), impersonating emails (79%), viruses (59%), distributed denia-of-service
(35%), takeover accounts (26%), hacking of bank accounts (18%), ransomware (18%), and severa other forms
of cyberattacks (Department for Digital, Culture, Media & Sport, 2022).
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The risks of academic espionage and illegal knowledge transfer are also issues that HE and research
institutions must deal with. For instance, in the National Threat Assessment 2023, the Norwegian Police Security
Service (PST) has pointed to research and education ingtitutions as vulnerable intelligence targets in respect of
the illegal transfer of knowledge to countries which Norway does not have security cooperation (PST, 2023).
Furthermore, in the latest version of the National Threat Assessment (PST, 2024), PST elaborates on the current
threats to academic environments. Collaboration among researchers has been identified as a significant concern
or risk factor for potentialy transferring knowledge illegally (and most often unintentionally). The report aso
highlights that research and technological developments, in addition to political and business connections, will
make Norway more vulnerable to threats from various state-enforced intelligence agencies in the coming years.
The Nationa Threat Assessment reports have contributed to increased attention and awareness among higher
education and research institutions in Norway in the past few years. To prevent illegal transfer of knowledge, the
Norwegian Export Control Regulations require HE and research institutions to assess and evaluate the risks of
illega transfer of knowledge and to establish strategies to avoid such incidents. All the above examples
demonstrate the need to establish and develop appropriate risk management strategies at higher education and
research ingtitutions, including information security measures to protect critical information vaues, as well as to
protect the well-being of students and employers.

However, implementing stronger risk management regimes in an academic environment could conflict with
other goals and vaues typically associated with research and innovation, such as international collaboration and
the principle of academic freedom. For instance, how should HE institutions balance international scientific
exchanges (“openness”) and the protection of national security, as well as complying with the export control
regulations? It is challenging to establish ajustifiable and acceptable safety level in this context, and guidance is
needed. Recent reviews on risk management in higher education show that this topic has received little attention
in the research literature, although the number of studies has increased in recent years (Khaw and Teoh, 2023).
Most of the research focuses on enterprise risk management, performance risk management in HE institutions,
and information security (Bongiovanni, 2019). Studies that involve issues on how to describe, understand, and
handle the risksin higher education and research are, however, not sufficiently addressed in the literature.

In this paper, we provide an overview of some of the main developments and trends that have an impact on
HE institutions’ risk management by using the Norwegian higher education sector as a case. We argue how
concepts, approaches, and methods described in the risk science literature can contribute new insights that will
improve risk management in higher education and research, including suitable strategies for decision-making
when balancing conflicting concerns. The paper is structured as follows: Section 2 contains a description of the
Norwegian HE case that forms the basis for the discussion. Section 3 describes a few of the identified
developments and challenges and discusses the implications for risk management in higher education and
research. Finally, Section 4 concludes the paper.

2. Overview of higher education and itsrisk management strategies

In the following, we will give a short introduction to the Norwegian higher education sector and its work
with risk and security management and emergency preparedness.

2.1 Roles and responsibilities

The Norwegian higher education sector includes about 30 public and private universities and university
colleges. In 2022, nearly 300,000 students enrolled at these institutions’. As in most countries, universities and
colleges vary in size, organization, and geographic location. Some institutions have their campus located within
the city center and thus close to, e.g., emergency services, while others are in provinces, characterized by scenic
and wilder environments and longer distances. All higher education and research institutions in Norway are
instructed by the Ministry of Education and Research to work systematically with risk management, including
developing risk management systems, performing risk assessments, and establishing emergency preparedness
plans that involve both intentional and unintentional events (NMER, 2021; Internal Control Regulations, 1997).
However, it is relevant to mention that only public universities and university colleges are obligated to meet
these requirements. The private institutions are encouraged to follow the same principles and establish a prudent
risk management system as described in the governmental guidelines (NMER, 2021); however, these ingtitutions
are formally regulated only by the Internal Control Regulations, 1997. This means that the Ministry of Education
and Research does not have a responsibility to follow up the private university colleges in the same way as it

' Theindicator report 2022, published by the Norwegian Research Council. Accessed:
https://www.forskningsradet.no/indikatorrapporten/indikatorrapporten-dokument/menneskelige-ressurser/utdanning/
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does the public institutions, with a few exceptions. However, in Norway, public and state ingtitutions often
collaborate to find good solutions and best practices, including in issues concerning risk management practices.

Traditionally, HSE-related topics have often dominated risk assessments, e.g., related to safe working (and
learning) conditions, accidents, and fire prevention. However, in recent years, there has been an increased
awareness and acknowledgment that academic institutions should be more concerned with protecting their
(information) values from criminal actors, resulting in a greater focus on cybersecurity, national security, and
export control. For instance, according to the 2019 version of the Norwegian Security Act, public educational
institutions now must establish a security organization that involves specific security roles and responsibilities,
in addition to implementing a system of security management, including assessment and protection of critical
valuesrelevant to national security interests.

The Ministry of Education and Research has issued different governmental documents to explain in more
detail its expectations of institutions™ work with different areas of risk management, such as information security
& privacy, national security & export control, and civil protection & emergency preparedness (NMER, 2020;
NMER, 2021). Such governmental documents follow from the Ministry’s responsibility to clarify roles, identify
risks, and implement risk-reducing measures within their sector, as well as set objectives for and coordinate how
their sector works with civil protection and emergency preparedness®. Moreover, the Ministry has assigned
safety- and security-specific tasks and responsibilities to different directorates and organizations. The godl is to
improve academic institutions' risk management and to strengthen the knowledge base for the Ministry’s
decision-making and sector management. For instance, the Norwegian Directorate for Higher Education and
Skills (DHES) is responsible for collecting and establishing an overview of the education sector’srisk levels, as
well as developing different guidelines®. As part of this responsibility, they have published annual risk-level
reports on information security in higher education in the past few years, including recommendations for further
work (DHES, 2023).

Another example of actors involved in safety and security work in higher education in Norway is the
National Council for Civil Protection and Emergency Preparedness, appointed by the Ministry of Education and
Research in 2017. The Council is voluntary and organized with sixteen representatives from the (higher)
education sector at large, both public and private institutions, aiming to develop and share experiences and best
practices on issues related to safety and security work (NMER, 2021). Finally, 33 universities, colleges, and
research institutions in Norway have collaborated to develop “sikresiden.no” (“On the safe side”), which is a
web application designed to offer user-friendly guidance and training to prepare for and handle different
emergencies. The content is specifically tailored to students and staff at universities and colleges. The basic idea
is to cooperate and share resources that empower institutions to carry out activities and meet regulatory
reguirements more collectively.

2.2 Statusof the academic institutions” risk management practices

Risk management in higher education in Norway has received greater attention for severa reasons. In
parallel with regulatory developments, different events have demonstrated the need to understand and prepare for
the potential risks of today. For instance, handling the COVID-19 pandemic was challenging for the education
sector.

According to the Ministry’s requirements, institutions must establish emergency preparedness plans that include
pandemic diseases as part of the systemic risk management. A review published in early 2020 confirmed that,
with a few exceptions, nearly al institutions had developed such documents (Norwegian National Audit Office,
2020). However, the repercussions of COVID-19 became far more severe than described in most plans, and
institutions had to develop many new routines and practices involving teaching, exams, and the use of home
offices for students and staff. All universities and university colleges had to close their campuses for longer
periods, establishing infection control measures and online teaching during the pandemic (NOU, 2022). In the
aftermath of COVID-19, the evaluations have concluded that the quality of online teaching and the exam results
on a national level were better than could be expected. However, many students reported that they struggled
during this time, both physically and mentally. The motivation to learn and study was reduced, and a large group
of students were isolated from both family and friends (NOU, 2022). It was difficult for universities and
university colleges to meet these challenges besides offering online teaching and supervision. The institutions
have, however, reported that, as an emergency preparedness organization, they learned a lot from handling the
COVID-19 situation. The question is whether they will manage to transfer the experience and knowledge from
COVID-19 to other areas and emergencies. It is a common challenge to establish a mutual understanding of the

2 Instructions for the Mini stry's work with safety (2017).

3 1n 2023, the Norwegian Directorate for Higher Education and Skills (DHES), in collaboration with the Research Council of Norway,
published guidelines and tools for responsible international knowledge cooperation.
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risk potential in an organization during a crisis. To be able to do so, it is hecessary to build an organization with
personnel that have competence in risk, as well as conducting risk assessments that contribute to risk-informed
decision-making.

With that in mind, the same 2020 audit review investigated how higher education institutions comply with
other regulatory reguirements for civil protection and emergency preparedness. An interesting finding is that
only 6 out of 21 reviewed ingtitutions met the requirements related to risk- and vulnerability assessments,
including documentation of such assessments and additional action plans to reduce high and medium-high risks
(Norwegian National Audit Office, 2020). Moreover, al ingtitutions have developed emergency preparedness
plans and nearly al have organized mandatory crisis management exercises. The study shows, however, that
more than half of the institutions do not adequately evaluate and update the emergency preparedness plans
according to the requirements.

In 2020, the Ministry published a policy for information security and privacy in higher education and
research that emphasizes institutions’ responsibility to work systematically to protect information values,
including developing risk management systems (NMER, 2020). According to the annua risk reports published
by the DHES, public universities and colleges have improved their efforts on cybersecurity in recent years, for
example, by strengthening the Information- and Communication Technology (ICT) departments and
implementing stronger protection solutions, such as Two-Factor Authentication (2FA). The number of data
breaches reported by educationa institutions reduced by 30 percent compared to the previous year (DHES,
2023). Therisk report emphasizes that risk awareness has increased in the past few years, although cyber risk is
still considered to be high in the higher education sector. However, arecent review performed by the Norwegian
National Audit Office (2024) concludes that, although institutions have implemented relevant information
security systems and plans in the past few years, the operationalization of the plansis still lacking. Similarly, the
report reveals that the Ministry’s efforts and use of policy instruments related to information security are
deficient.

3. Recent challenges and developments— implications for risk management practices

This chapter addresses the changing risk landscape in higher education and research. First, we elaborate on
the challenges mentioned in the introductory part, followed by a discussion on some recent developments that
could contribute to improved risk understanding and risk management practicesin this sector.

3.1 Emerging risksand threatsin higher education and research

The ongoing digital transformation in society is arguably one of the trends with the highest impact on the
education sector, as it influences how we organize, communicate, collaborate, and work (Xu et al., 2018; Diaz-
Garcia et d., 2022). However, moving to digital systems and solutions introduces new vulnerabilities and risks,
such as cyberattacks, social engineering, and human errors (Ulven and Wangen, 2021). The risks related to
digitalization and cybersecurity were considered the highest threats to the education sector in 2023 (PWC, 2023).
In recent years, several universities have experienced internet service shutdowns due to cyberattacks (e.g.,
Coffey, 2023; Collier, 2022; Gatlan, 2020), including Norwegian higher education institutions.

In 2020, one of the northern universities in Norway was attacked by a well-organized hacker group. Several
scientists linked to Arctic research activities received infected emails, which gave unauthorized access to some
IT systems for a period. Investigations concluded that the threat actors probably operated on behaf of state
intelligence services (Lie, 2022). Another example from Norway is a zero-day exploit at one of the university
colleges in 2021 related to a server patch. Fortunately, this incident was quickly identified and handled by IT
personnel, who were able to limit the consequences by shutting down the email services (Tonnesen, 2021). In the
latter example, experts concluded that the system was not compromised. However, such attacks often create
organizational uncertainties and interfere with daily tasks, e.g., temporarily blocked access to emails and
calendars, in addition to potentialy large economic consequences. According to a report from IBM Security
(2023), the average cost of a data breach in the education sector in 2023 was 3.7 million dollars. In the
Norwegian HE sector, some of the biggest vulnerabilities regarding digitalization risks and information security
are: alack of competence and organizational routines, technical vulnerabilities with security liabilities, alack of
human capacity to work with this topic, and a lack of digital safety culture (Norwegian Directorate for Higher
Education and Skills, 2023). The vulnerabilities related to digitalization clearly state a need for higher
competence and knowledge of the new risks and threats this sector is facing.

Another trend influencing risk management in higher education is rapid technological advancements related
to, e.g., artificia intelligence, machine learning, robotics, nuclear physics, oil and gas, energy, biotechnology,
cybersecurity, etc. These innovations are typically developed in an academic environment or as a collaboration
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between industrial actors and scientific communities. International collaboration is considered essential to
solving many of the significant challengesin today s society (Ingierd, 2022). According to Hrynkiv (2022), there
is, however, a growing competition between industries and among states to gain information about technol ogies
that could give, for instance, military advantage. This situation makes universities and research institutions more
vulnerable to cyberattacks and industrial - or state-sponsored espionage (PST, 2023; NSM, 2023).

In Norway, greater attention has been given to risk management in higher education related to national
security in the past few years. Both the Security Act and the Export Control Act require arisk-based approach to
protect the interests and security of the nation and to reduce the possibility of illegal transfer of knowledge. The
Ministry of Education and Research aso focuses more on these issues in its dialogue with institutions.
Universities and colleges are expected to identify and assess the critical values relevant to national security
interests and sensitive technologies that can have both civilian and military applications, i.e., emerging
technologies with a so-called dua-use potential (PST, 2023). The export of such knowledge to countries with
which Norway does not have security cooperation is strictly regulated. Other Western countries have similar
regulations and practices, intending to hinder the development of, e.g., weapons of mass destruction and other
military activities. It is, however, challenging for educational institutions to find and establish proper risk
management activities to comply with national security regulations and export control, while a the same time
continuing to be in the lead in exploring and developing new technologies. In the changing risk landscape,
institutions must gain a good understanding of the risks and establish suitable risk management practices to
balance the need for openness and protection. We will further touch upon these issues in the coming chapters.

3.2 Development of a new guideline document in risk- and vulner ability assessment

For many years, risks in the HE sector have been associated with “well-known” risks, such as fire safety, lab
safety, accidents, pandemics, natural hazards, and technica failure, in addition to worst-case scenarios related to
crime and violence, e.g., school-shootings. The risks associated with digitalization, technologica advancements,
and academic espionage, however, are relatively new, generally less understood, and, at the same time, carry
large uncertainties and vulnerabilities. This development challenges the approaches and methods typically used
for assessing and eval uating risksin higher education, asillustrated by the Norwegian case.

All universities and colleges in Norway must perform overall risk and vulnerability assessments that include
both safety and security risks. As mentioned in section 2.2., ingtitutions struggle to comply with these
requirements. In 2022, the National Council for Civil Protection and Emergency Preparedness (2022) published
new guidance in risk- and vulnerability assessment, aiming to support the higher education ingtitutions in
assessing and handling risks. The guideline document was developed in close cooperation with risk researchers
at the University of Stavanger and builds on principles and concepts recently discussed in the risk science
literature. The risk assessment method described is tailored to the higher education sector and aligns with the
typica steps in the ISO 31000 standard in risk management (1SO, 2018), i.e., 1) scope, context, criteria, 2) risk
assessment, and 3) risk treatment. However, compared to the 1SO standard, the guideline introduces some new
ideas that involve the method for assessing and characterizing risk, in particular. We will now briefly explain
some of the methodological pillars as described in the guidance document.

Firstly, the suggested risk assessment method builds on the uncertainty-based risk perspective, where risk
can be understood as consequences, C, and associated uncertainty, U, for short denoted (C,U). This risk
understanding aligns with recommendations by the Society for Risk Analysis (SRA, 2015; 2017) and related
research (see e.g., Aven and Renn, 2009; Flage et a., 2014; Aven and Thekdi, 2022). The most common way to
express uncertainty is to use probability. However, as described in the guideline document, many find it difficult
to evaluate probability when performing risk- and vulnerability assessments in higher education, especially for
low-probability and high-consequence events. The guideline document therefore recommends using pre-defined
probability interval s to express uncertainties. As an example, an analysis group is asked to assess the probability
that event A will happen over one year. The analysis group states that the probability is 10%-50%, which
expresses the group’s degree of belief that the event will occur. The interpretation is that the probability is the
same as randomly drawing a red ball from an urn of 100 bals of which 10, 11, ... or 50 are red (Aven and
Thekdi, 2022).

However, in line with the risk science literature, the guideline also emphasizes the importance of looking
beyond probability when assessing and describing risk, by making additional evaluations of the knowledge
supporting the probability judgments. The guideline document makes concrete suggestions on performing and
documenting strength-of-knowledge (SoK) considerations as part of the risk assessment, building on the work of
Aven and Flage (2018), as referred to in Aven and Thekdi (2022). It is recommended that the following five
criteria (National Council for Civil Protection and Emergency Preparedness, 2022) be eval uated:

e the assumptions that the probability is based on are considered to be highly reasonable and credible;

e thereisgood accessto reliable and relevant data/information;
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e thereisagreement in the analysis group (among the experts);
e thereisagood understanding of how the event can occur and develop, inter aia, through the modeling
of phenomena and processes;
e theinformation (knowledge) that the probability is based on is thoroughly reviewed, particularly in terms
of potential surprises (“black swans” / “unknown known”).
An overall evaluation of al the criteriamay result in either:

e strong knowledge — if all the relevant criteriaare met; or

e moderate strong knowledge — if most of the relevant criteria are met; or

e moderate weak knowledge — if most of the relevant criteria are not met; or

e weak knowledge — if none of the relevant criteria are met.

According to the risk- and vulnerability guideline, the evaluation of SoK should be conducted and documented
for all the assessed events and communicated as an integrated part of the risk assessment.

A second point worth mentioning is that the guideline developed by the Norwegian National Council for
Civil Protection and Emergency Preparedness in Higher Education (2022) also emphasizes the importance of
addressing potential surprises when identifying hazards and threats. This means exploring in detail various issues
that could provide insights about:

e eventsthat are unknown by the risk analysts but known to others (“unknown known”);

e eventsthat are known but not believed to occur (low probability); or

e deviations in assumptions, i.e., an event can occur as the assumptions supporting the assessment turn

out to be wrong.

It should be noted that it is relevant to consider both typical “security-risks” and “safety-risks” in the process
of identifying events that are worthy of further assessment. A similar focus on potential surprises is seldom
found in other, comparable standards and guidelines on risk assessment, athough it is thoroughly described in
current risk science literature; see, e.g., Aven and Thekdi (2022). Finally, the guideline document challenges the
use of risk matrices showing only consequence and probability, by suggesting various dternatives to visualizing
and communicating the risk assessment results. For instance, in line with the risk science literature, it presents a
risk matrix that illustrates consequence, probability, and the strength-of-knowledge (SoK) supporting the
assessments for each consequence category. The SoK evaluations are illustrated by different bubble sizes,
similar to those suggested in Amundrud and Aven (2012). The smaller the bubble, the weaker the knowledge
supporting the assessments and vice versa. However, a limitation of such risk matrices is the lack of
demonstration of the possible outcomes of an event. For instance, event A could potentially lead to more severe
consequences that are not shown in the matrix. A third option is therefore suggested in the guideline document:
using a matrix that shows only a fixed consequence category, for instance, severe outcome (e.g., one or more
fatalities). The strength-of-knowledge evaluations (X-axis) associated with the probability assignment (Y -axis)
are mapped for each of the assessed events. The main idea is to give the decision-maker an improved risk
understanding by emphasizing the importance of considering the knowledge supporting the probability
assessment when describing risk.

3.3 Somerreflections on risk management implications

A changing risk landscape in higher education and research raises some interesting issues. From a
governmental perspective, it challenges the established risk regulation regime and regulatory practices. As
illugrated by the Norwegian case, the increased focus on information security, national security, and the
prevention of illega transfer of knowledge, in academic milieus traditionally characterized by international
cooperation and transparency, creates new dilemmas. How should universities and colleges balance protection
and knowledge-sharing, and what is considered the right security level? The regulations currently place the
responsibility for handling these questions on individual educational institutions, as they apparently can best
identify and assess the (information) values and vulnerabilities they possess. However, these institutions do not
have deep insights into ongoing threats and the potential threat actors, which makes it difficult to describe and
understand the risks properly. Strengthening the knowledge foundation that decisions are built on requires clear
guidance from the security authorities beyond the Annual Threat Assessments that are made publicly available.

In the past few years, there has been a growing interaction and dialogue between the Norwegian Police
Security Service (PST) and educationa institutions, which benefits both parties. Universities and colleges
become more aware of the risks associated with, e.g., research and technology developments, and thus can better
protect their values. Similarly, the authorities learn about the uniqueness of academia, e.g., their role in building
democratic competence among students and the importance of developing new knowledge, including
international collaborations. Too much securitization in higher education could potentialy conflict with these
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core values, such as freedom of expression and equality, as well as hampering academic freedom. Circling back
to the questions about balance and security levels, we argue that the authorities should take on a more proactive
and leading role on behalf of al ingtitutions in expressing their expectations concerning national security and not
leave it to the individua university or college to find the proper security level. The educationa institutions
should instead focus on developing risk management systems and practices, including performing quality risk
assessments to support communication and decision-making. Moreover, mastering risk management requires
trained risk personnel and, in general, a clear understanding of fundamental risk concepts and principles at all
organizational levels.

As described in Section 2.3., attempts are made to establish a common approach to risk assessment and
management in Norwegian higher education, building on contemporary risk science knowledge. The method
suggested covers both safety and security risks. In preparing this paper, however, it became clear that there
appears to be some confusion among the institutions regarding how to include security problemsin existing risk
management systems and processes. The tendency is for security management to become a separate activity,
which is unfortunate. One explanation is that many practitioners are used to assessing security risks through the
triplet, values, threats, and vulnerability (Amundrud et a., 2017; PST, 2023) and thus find it problematic to use
probabilities due to a lack of solid information and knowledge supporting the estimates (Heyerdahl, 2022).
However, as argued by Aven (2023), ignoring the uncertainty (usually expressed by probability) and knowledge
aspect of risk could lead to serious mischaracterization of risk and, ultimately, wrong decisions and incorrect use
of resources.

4. Concluding remarks

This paper has addressed some recent trends, challenges, and developments that may influence risk
management in higher education and research. It has been a goal to bring risk science knowledge into the
discussion and contribute new insights to improve risk management practices. The Norwegian higher education
sector isused for illustration purposes.

We have identified and discussed two trends: the digital transformation of academic institutions and rapid
technologica advancement, which both increase the risks of cyberattacks and espionage. Information security,
national security, and prevention of theillegal transfer of knowledge have consequently become more relevant to
universities and colleges. This situation introduces new challenges related to risk characterizations and risk
acceptance. The latter also involves the dilemma of balancing protection and other values typically associated
with the academic context. In the paper, we conclude that the government should be clearer on its expectations
of institutions when it comes to finding the proper security level. Concerning risk assessments, different methods
are frequently used to assess security and safety risks. However, as shown in the paper, it is possible and
recommended to apply frameworks that cover al types of risk. One example of such a framework is the
Norwegian guidance on risk and vulnerability assessment, developed for universities and colleges. The same
guideline document introduces a new and alternative risk matrix that illustrates a fixed consequence category
together with probability and strength of knowledge. The Norwegian Ministry of Education and Research refers
to this guidance in its policy document on risk management. However, the extent to which it has impacted the
educational institutions' risk assessment and management practices at this point is not clear.

Finally, working on this paper has demonstrated the relevance of higher education and research as an
application area within risk science. Only afew studies on risk management in higher education are referred to in
the literature, covering topics such as information security and enterprise risk management. Hence, there is a
potential for exploring and generating new knowledge through both empirical and conceptual work, using higher
education as a case.
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