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Abstract 

The study addresses issues associated with the reliability and operational analysis of electronic security systems operated within 
state critical infrastructure facilities. They ensure security to facilities important to the continuity of state operations. For this 
reason, they should be characterized by a high readiness index, which would guarantee the proper implementation of assigned 
tasks. Satisfying this requirement is enabled through rationalising the operation process. The authors analysed the functioning 
of intrusion detection systems, and then, based on the guidelines related to the operation of alarm systems set out in a defence 
standard, they suggested modifying the operation process, taking into account four-type periodic inspections. Further research 
in this field will include financial expenditure assigned to specific types of periodic inspections.  
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1. Introduction 

All currently available electronic security systems (ESS) are employed to ensure technical safety of facilities 
within a vast area of state critical infrastructure (SCI) (Government Security Center, 2020; Fischer et al., 2019; 
Kierzkowski et al., 2021; Dziula et al., 2013). ESS monitoring security within a vast SCI area include (listed in 

2016; Jakubowski et al., 2019): 
 fire alarm system (FAS) integrated with an audio warning system (AWS); 
 intrusion detection system (IDS); 
 closed-circuit television (VSS); 
 access control system (ACS); 
 electromechanical, electronic and biometric entry, passage or exit systems and systems for monitoring 

the locking of used premises. 
 

Solutions in the field of electronic security systems designed and operated within SCI are usually faced with 

chara -Budny, 
2011). Requirements in this field applicable to IDS operated in civilian facilities are rather generally characterized 

-EN 50131-1:2009  Alarm systems  Intrusion detection systems  
(PN-EN 50131-1:2009). Whereas in the case of IDSs employed to secure state critical infrastructure facilities, it 
is preferable to apply more precise guidelines, set out in the D -04-A0004-8:2016 Military 

-04-A004-8:2016). 
-04-A0004-

general characteristic of electronic security systems and provides detailed requirements in terms of the operation 
process for, among others, intrusion detection, access control and VSS systems. Implementing the described 
operating procedures as per the specified algorithms and schedules enables diagnosing partial fitness states in 
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advance. This leads to an increased readiness index value. It is beneficial for the security level provided within a 
protected state critical infrastructure facility. 

Rationalising the intrusion detection system operation process requires implementing specific actions set out in 

-
04-A0004-
to conduct periodic inspections at specified intervals. Four periodic inspection types have been distinguished, with 
the scope of specific actions provided for each of them. Despite the application of this approach within the IDS 
operation process, there are situations where such actions apply to IDS of various operational potential. This is a 
consequence of the varying operating intensity of IDS within different state critical infrastructure facilities. Thus, 
it seems justified to take actions targeting a change of the assumed four-type periodic inspections towards activities 
aimed at increasing the reliability and operational indicator values. Such deliberations have been presented in the 
following chapters of this paper. The conducted reliability and operational analyses are related to intrusion 
detection systems, since they are some of the most frequently employed electronic security systems. Their 
operating intensity is also quite variable depending on the nature of the protected state critical infrastructure 
facility. Therefore, the conducted rationalization of the operation process is characterized by a significant increase 
in the value of reliability and operational indicators. It will be possible to implemented the proposed activities 
related to operation system rationalization in relation to other electronic security systems, i.e., closed-circuit 
television or access control. 

2. Electronic security systems 

The ESS most frequently employed within vast SCI areas include IDS with a diverse technical structure  from 

Bednarek et al., 2019). Fig. 1 shows and IDS classified as a so-called scattered system. Such solutions are 
characterized by the application of transmission buses that enable expanding the alarm control unit motherboard 
with modules enhancing system functionality (e.g., input expansion module, output expansion module, addressable 
device modules, etc.) or bus detectors. Therefore, they are employed to protect large-sized and territorially 
extensive facilities. 

Each of the distinguished (in Fig. 1) IDSs has a separate AS control unit with hooked-up alarm lines or buses 
11n 11nn. These lines contain detectors with sensors that respond to various physical 

phenomena characteristic of unauthorized intrusion into a protected area, e.g., human movements or presence in a 
room (other temperature than the general environment), etc. The number of detectors within lines and buses vary 
depending on the number of monitored rooms, and their area expressed in (m2). All ESSs are powered, which is 
shown in a simplified way in Fig. 1  PS. The power supply for an entire IDS within an SCI area is always an AS. 
Due to the potential unfitness of industrial power lines supplying a SCI area, there is always a so-called backup 
power supply organized for ESS, most usually in the form of a battery bank or power generators. All alarm control 
units, from AS1,.... to ASn operate in a redundant system for reasons associated with the reliability of the control 

only a certified service team located in a specific building within the SCI, and available 24/7, is authorized to 
control and modify the configuration. Immediately upon detecting an unfitness, the service team takes corrective 
actions using an on-site spare parts warehouse located at the supervision site. All information on the functioning 
of security systems  e.g., monitoring, damage or alarm status, is sent to a superior unit supervising the entire 
operation process. For example, a fire alarm signal is sent to the State Fire Service (PSP), the Police or other law 
enforcement units, which has been simplified in Fig. 1 (room arrangement within facility No. 1). All information 
on the technical condition of operated ESSs is also sent to an Alarm Receiving Centre (ARC). Two independent 
sources with signal encryption are always applied to transmit information on ESS technical conditions. These most 
often include hard-wired (leased telephone line) and wireless sources employing specific connections at the SCI 
(dedicated transmitter and receiver with antennas). In addition, perimeter security or CCTV can be used in the case 

specific actions available to security guards at a SCI facility. 
 
 
 
 
 



 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Fig. 1. Scattered IDS monitoring a vast area classified as the so-called SCI. 

Solutions in the field of electronic security systems designed and operated within SCI are faced with particular 
requirements. Intrusion detection systems should be characterized by appropriate reliability and operating indicator 
values to effectively protect people and property in military facilities. 

3. Rationalising an IDS operation process, taking periodic inspections into account 

-04-A0004-8:2016 Military facilities, Alarm Systems, Part 8: 

periodic inspection are adopted for implementation. The standard stipulates their specific scopes of activity to be 
conducted in relation to an intrusion detection system (NO-04-A004-8:2016). The intervals related to each of the 
four periodic inspection types are also adopted as fixed. Therefore, these inspections apply to IDSs exhibiting 
various current technical c
procedure previously employed as per the defence standard above is reasonable. 

The basic intrusion detection system operation process includes the potential absence of periodic inspections 
(usually in relation to IDSs operated in private facilities, which lack persons responsible for supervising technical 
systems). In such a case, two states are distinguished, namely, operational state S0 and repair state S1 



 

et al., 2014; Dyduch et al., 2011;  et al., 2022). The transition from the operational state to the repair state 

taken to restore IDS fitness. Such an operational procedure should not be implemented in relation to intrusion 
detection systems protecting state critical infrastructure facilities. 

 
Fig. 2 2022)). 

Designations in the Fig.:   failure intensity,   repair intensity. 
 

A relationship that enables calculating the probability of an IDS remaining in the operational state can be 
provided for the relationship graph illustrated in Fig. 1. Then, knowing the failure and repair intensity values, the 
Kg readiness index value is determined through relationship (1): 

 (1) 

-04-A0004-
that intrusion detection systems protecting state critical infrastructure facilities should follow an operational 
strategy taking into account four inspection types: 

 daily (designated as state S001); 
 monthly (designated as state S010); 
 semi-annual (designated as state S011); 
 annual (designated as state S100); 

Therefore, the relationship graph in Fig. 1 should be expanded with fourth further states corresponding to the four 
types of periodic inspections. A graphical illustration of an updated IDS relationship graph is shown in Fig. 2. The 
transition from the operational state S0 to the states standing for individual periodic inspection types is 
implemented in accordance with the following relationships: 

 1 - daily inspection intensity; 
 2 - monthly inspection intensity; 
 3 - semi-annual inspection intensity; 
 4 - annual inspection intensity; 

The activities related to a given periodic inspection is characterized by the following intensities: 
 1  daily inspection maintenance intensity; 
 2  monthly inspection maintenance intensity; 
 3  semi-annual inspection maintenance intensity; 
 4  annual inspection maintenance intensity; 

 

 
Fig. 3. Relationships within an intrusion detection system, taking into account the daily inspection S001, monthly inspection S010, semi-annual 

inspection S011 and annual inspection S100  
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A relationship that enables calculating the probability of an IDS remaining in the operational state can be 

provided for the relationship graph illustrated in Fig. 3. Then, knowing the failure and repair intensities, and the 
intensities characterizing four individual periodic inspection types, the Kg1 readiness indicator value is determined 
through relationship (2): 

  (2) 

The rationalization of an intrusion detection system operation process will take into account the varying IDS 
-

Wojciechowska, 2019). This enables expanding the scope of maintenance activities for daily, monthly and semi-
annual inspections. Therefore, the relationship graph shown in Fig. 3 will take the form as in Fig. 4. The application 
of additional states meaning further activities that are extra in relation to a given periodic inspection types will 
enable adapting periodic maintenance to individual IDSs operated with different intensity. 
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Fig. 4. Relationships within an intrusion detection system, taking into account the daily inspection S001, monthly inspection S010, semi-annual 
inspection S011, annual inspection S100, extended daily inspection S001r, extended monthly inspection S010r, extended semi-annual inspection 

S011r (source: own study). 
 

Designations in Fig. 4 are as follows: 
 1r - intensity of additional activities relative to daily inspections; 
 2r - intensity of additional activities relative to monthly inspections; 
 3r - intensity of additional activities relative to semi-annual inspections; 
 1r - operational maintenance intensity of additional activities relative to daily inspections; 
 2r - operational maintenance intensity of additional activities relative to monthly inspections; 
 3r - operational maintenance intensity of additional activities relative to semi-annual inspections; 

For the purposes of determining the probabilities of an intrusion detection system (Fig. 4) remaining in individual, 
distinguished states, the transition graph was described by the following equations: 
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The solution to the system of equations (3) are relationships that determine the probability of an intrusion 
detection system in question remaining in individual, distinguished states. These relationships enable rationalising 
an IDS operation process, taking periodic inspections into account. 

The authors, aided by mathematical software, determined a relationship that enables calculating the 
probabilities for an IDS remaining in the operational and repair states. They are expressed through relationships 
(4) and (5). 
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Relationships (5) and (6) enable rationalising the intrusion detection system operation process, taking into 

account the four-type periodic inspections, standard and those with an extended scope of activities. 

4. Conclusions and summary 

The study discusses issues associated with analysing and rationalising the process of operating electronic 
security systems, focusing on intrusion detection systems. Based on the guidelines regarding maintenance 

-04-A0004-8:2016 Military facilities, Alarm Systems, Part 8: 

rationalisation of the intrusion detection system operation process, taking into account the four-type periodic 
inspections, standard and those with an extended scope of activities. 



 

They also determined relationships that enable calculating the probability of an IDS remaining in a state of 
operation and a state of repair, allowing for the correct selection of the intensities of individual periodic inspection 
types and the expansion of individual inspection types with additional activities related to a given type. The 
practical application of the described relationships enables rationalizing the IDS operation process. 

As part of further research on the issue in question, the authors plan to include financial expenditure allocated 
to specific periodic inspection types and their expansion with additional activities. Such an analysis will enable 
verifying the developed rationalisation for the operation of IDS in actual facilities, taking the economic factor into 
account. 
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