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Abstract

Suitable methods and computing infrastructures for reliability data collection and evaluation are relevant aspects for the
Industrial Internet of Things (I10T). However, reliability data such as failure times or down times is often considered
confidential by companies that contribute to the I10T. This may lead to less amount of available data and, therefore, increased
difficultiesin taking advantage of it. The application of differentially private algorithmsto evaluate and publish reliability data
in the context of 110T is, therefore, useful by ensuring that potentialy sensitive reliability data is sufficiently protected by
adding only as much randomness to the data or published results as necessary, such that useful evaluations are still possible.
Differentia privacy is a rather recent approach that has a rigorous theoretical framework to quantify the required degree of
randomness to limit the greatest possible information gain by a hypothetical attacker, while offering several advantages as
detailed below. This paper gives a brief introduction to the concept of differential privacy and outlines its application to
reliability data evaluation in the context of Industrial 10T, including discussion of the specific benefits in this context as well
as possible drawbacks. Two numerical examples are given.
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1. Introduction

Suitable methods and computing infrastructures for data collection and eval uation are relevant aspects for the
Industrial Internet of Things (110T), see e.g. (Compare et a., 2019). Frequently, the collected and evaluated data
are related to reliability in some sense: it could be sensor information such as temperature & vibration signals for
tracking the heath state of monitored components (Hong et a., 2018), or it could be information directly on failure
times or down times of components. However, reliability data such as failure times or down times is often
considered confidential by companiesor other parties contributing to the I10T, in the sense that they are the owners
or operators of the monitored components. There are various reasons for that, such as (i) sensor information like
temperature & vibration signals may reveal that components were operated outside of the specifications stated by
the manufacturer of the components, so owners or operators of the monitored components fear that they might lose
warranty rights; and (ii) failure times or down times of components may, for instance, reveal information on the
cost structure of a manufacturer, or details on the operating and environmental conditions, or information on the
plant utilization.

This may cause companies to share less available reliability data and, therefore, this leads to increased
difficulties in taking advantage of it (Lazarova-Molnar and Mohamed, 2019). For instance, these kinds of
reliability data could be analyzed and used for optimizing the design of the system that comprises the monitored
components (such as production system where it is inferred from the reliability data that a higher level of
redundancy is needed to reach given availability targets); or, the analyzed data could be used for improvement of
the logistics of maintenance operations, such as setting a just-in-time logistic support that reduces the required
number of stored spares. In addition, the data could be used for learning fault models, including causality among
faults and failures, which may be followed by advanced simulation and data analytics. The results of simulation
and data analytics may be used for decision support on improved system configuration and generation of
preventive maintenance schedules for increased reliability of the system (Lazarova-Molnar and Mohamed, 2019).
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Therefore, the application of differentially private a gorithms to evaluate and publish reliability datain the context
of 10T is useful by ensuring that potentially sensitive reliability data is sufficiently protected. This is done by
adding only as much randomness to the data as necessary, while useful evaluations are still possible, and while
offering several advantages as detailed below.

The paper is organized as follows. The next Section 2 briefly introduces some concepts of differentia privacy
to the extent needed for understanding the remainder of the paper. Thisis, of course, not in too much detail and
far from being exhaustive. Sections 3 and 4 outline its application to reliability data evaluation in the context of
Industrial 10T, including the specific benefitsin this context and possible drawbacks. Two numerical examplesare
given for a simple mean value estimation, and estimation of parameters for a Weibull distribution. Finally, the
paper concludes with a summary and outlook.

2. Some concepts of differential privacy

Traditional methods for publishing sensitive data while protecting it from privacy-oriented attacksinclude data
anonymization techniques, which may be susceptible to reconstruction attacks especially with more and more
computing power available (Wood et a., 2020). Others, like cryptographic approaches, have other drawbacks in
an Industrial 10T context such as increased computational complexities and computational overhead, see e.g.
(Husnoo et al., 2021). Differential privacy is a rather recent, state-of-the-art approach that ensures that sensitive
information in a statistical database is sufficiently protected by adding only as much randomness to the data or
published results as necessary, such that useful evaluations are still possible, but an attacker cannot infer any
information about a particular record in the database with high confidence. Hence, a processing (or evaluation)
step satisfies differential privacy if itsoutput isrelatively insensitive to any change of asinglerecord inthe original
database. Thisis done by adding randomness (noise) to the processing result or to the individual reliability data,
depending on the chosen model (central or local). For an accessible description and details on the differential
privacy concept, seee.g. (Wood et a ., 2020) and (Desfontaines, 2023). The suitable degree of randomness depends
on the processing step and the specified limit on the greatest possible information gain by the attacker. The
interesting feature of the differentia privacy concept is that this information gain can be quantified based on a
rigorous theoretical framework.

One of its advantages is that there is no need for attack modeling because it does not matter what the attacker
knows about the data. As a worst-case assumption, it is supposed that all the sensitive information in the database
is known to the attacker except the data of one individua record that is the target of the attack. Further, there is
aso arigorous quantification of the information gain if the results of several processing steps are published and
known to the attacker (so-called composed algorithms).

A basic definition of differential privacy, the so-called e-DP (short for differentia privacy) introduced by
(Dwork et d., 2006), is as follows. Suppose that an attacker tries to distinguish between two adjacent databases
D, and D, that differ by only onerecord (i.e., the record could have different data, or it could exist in one database
but not in the other). Then, if an agorithm A is e-DP, then A(D,) and A(D,) will return output O with similar
probability:

P[A(D,) = 0] < e® - P[A(D,) = 0] @
or
e~¢ - P[A(D,) = 0] < P[A(D,) = 0] < e® - P[A(D,) = 0] @

because D, and D, are interchangeable.

The parameter ¢ isthe so-called privacy budget. In case of € = 0, the probabilities are identical, which means
that the degree of added randomnessis so large that the two databases are completely indistinguishable. Hence, to
be meaningful, we always have £ > 0. The added noise (or randomness) may be sampled from a variety of
distributions, such as the Laplace or Gaussian distribution. For the required amount of randomness in case of the
Laplace distribution, which will be demonstrated by means of the numerical example in the next section, the so-
called sengitivity Af of the function f in the following form is important:

af = max|lf () = fF D) @3
As before, the two databases D, and D, differ by only one record. The function f stands for the processing (or
evaluation) step before adding randomness, for instance the calculation of the mean value or other statistics from

a database. Hence, the result of Eq. (3) is the maximum difference in the output of f when applied to any two
adjacent databases.
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3. Differentially private reliability data evaluation

There are many examples of processing of records from a statistical database in the field of reliability. For
instance, the records in the database could be failure times collected from several devices in the field, and the
processing result could be the maximum-likelihood estimator of the mean operating time between failures (MTBF
or MOTBF, see 192-05-13 in IEC 60050-192:2015), or corresponding upper and lower confidence bounds. An
atacker might wonder if the database contains the failure time of an individual device, or what the failure time
would be if it is contained in the database. After performing the usual calculation (dividing the number of failures
by the total time on test), one would have to add a sufficient degree of randomness to the result.

There is one important thing to observe in this case, however. Since an individua failure time could, in
principle, be arbitrarily large, an infinitely large degree of randomness would have to be added to the database to
protect an individual record. Therefore, to limit the degree of randomness to be added, the vaues of the individual
records must be restricted to a specified allowable range, which depends on the specific application. Thisis called
clamping and, for reliability data such as failure times, this is not too much of a sacrifice, because outliers are
usually excluded from a statistical analysis anyway.

As a concrete example, consider a database of complete uncensored samples of n = 500 failure times from a
Weibull digtribution with scale parameter of 24 and a shape parameter of 2. The regular maximum likelihood
estimator of the mean time between failures equals to 21.6. Figure 1 shows two density plots of 4096 published
values, each after applying adifferentially private calculation of the mean time between failures using the Laplace
mechanism.
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Fig. 1. Density plot of 4096 published values from a differentially private calculation of the MTBF (¢ = 0.5 in the upper plot, € = 1.1 inthe
lower plot) using the Laplace mechanism.

The privacy budget in the upper plot equalsto € = 0.5, and in the lower plot ¢ = 1.1, and the individual failure
times are clamped at avalue of M = 60. It can be seen by comparing the two plotsin Figure 1 that asmaller value
for the privacy budget ¢ leads more spread in the values. That is, it is harder for ahypothetical attacker to infer the
value of one failure time in the database with confidence, even if he knew all other values in the database.
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Nevertheless, in both cases the published values are in a range that makes them useful. In the present example,
applying the Lapl ace mechanism that satisfies e-DP meansthat arandom variable with probability density function

FCelub) = %e'('xi“') (4)

with location parameter u = 0 and scale parameter b = M /(n ) has been added to the mean value calculated
using the usua formula. The scale parameter is determined by the sensitivity according to Eq. (3), which is a
measure of the maximum difference in the output when (in this case) the mean valueis cal culated for two adjacent
databases that differ by only one record. This, in turn, is influenced by the clamping value M, because the
maximum differenceis equal to M /n for the mean value function.

To continue with the example and to illustrate the meaning of the parameter &, consider Figure 2 showing the
densitiesfrom the Laplace distribution added to the mean time between failures cal cul ated from the database above
(mean value equal to 21.6), as well as from the database with one additional record included, resulting in a mean
value equal t0 21.6 + 60/500 = 21.72. Here, the maximum failure time after clamping is assumed.
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Fig. 2. Comparison of densities of observed mean values for database with and without an additional record, based on amean time between
failuresequalsto 21.6 (¢ = 1.1).

Hence, for any observed (or published) value for the mean time between failures, resulting from a differentially
private algorithm using € = 1.1, it is hard to tell for a hypothetical attacker if the additional record isincluded in
the database or not, even if they knew all other records in the database. In other words, differential privacy is
totally independent of the prior knowledge of the attacker. Thisis evident here because the densitiesin both cases
are not too different. More precisely, Figure 2 shows that the ratio of the two densities varies between about 1/3
and 3, which is exactly the requirement for e-DP as stated by Egs. (1) or (2) since e! ~ 3.

4. Application to an Industrial 10T context

Some of the more widely adopted I10T infrastructure variants are described in the following (see also Husnoo
et al., 2021) and depicted in Figure 3. The commonality is that sensing and actuating are carried out at the lowest
layer, also referred to as the device layer. The next layer up, the edge layer, provides the connectivity between the
devices and the application or cloud layer. Sometimes, this connectivity is provided by semi-capable devices
behaving as gateways, collecting data from the sensors, and transmitting them to the cloud layer. The cloud layer
is responsible for everything related to 10T applications, such as device and system management, for data
processing and for storage.

In contrast to the basic 110T connectivity provided by 10T gateways, which often collect and transmit datafrom
legacy devices, the characteristic of edge computing isthat data processing occurs directly onthe smart 10T device
or asmart edge device physically close to the field devicelevel. Thisallows for real-time processing and decision-
making at the source of data, reducing latency and bandwidth usage. As another variant, fog computing serves as
a distinct layer between edge layer and cloud layer with intermediate level of computing power, and implies
distribution of the communication, computation, storage resources, and services on or close to the field devices.

Keeping these I10T infrastructure variantsin mind, it becomes clear that processing reliability datain way that
satisfies differential privacy is, naturally, tied to devices or levels where data processing can be carried out. For
instance, the failure data could have been collected by asmart edge device, by which also the differentially private
processing as described in the previous section is performed. This approach is the so-called central model (as

72



opposed to the local model). In principle, both the central model and the local model of differential privacy are
applicablefor reliability data evaluation in the context Industrial 10T applications. Mixtures of the local and global
model also exist, see (Husnoo et al., 2021).

In the central model, a central processing device, such as a smart edge device (see Figure 3), has access to the
actual and raw reliability data. The appropriate degree of randomness, as prescribed by the chosen differentially
private algorithm, is only applied once after the eval uation step, and the result can then be published. This central
model, therefore, has the advantage of higher accuracy of the result because a lesser degree of randomness is
required to achieve sufficient protection. The drawback isthat the processing device must be trustworthy, because
dl the real data is collected in one place. That means that the central processing device must be sufficiently
protected from hacking attacks and, in addition, the party that has access to the device must be trustworthy.
Alternatively, the processing could be performed by an I1oT application for the fog computing variant where,
again, sufficient trustworthiness must be ensured.

For thelocal model of differential privacy, the central processing device, such asasmart edge device or an l1oT
application, does not have access to the real data. |nstead, the appropriate degree of randomness as prescribed by
thedifferentially private algorithm is applied by every individual datasource of thereliability data, such asasmart
loT device, an |oT gateway, or any other lower or intermediate level as in the case of fog computing (see Figure
3), before sending the data to the downstream processing device or 10T application for evaluation. This way, the
processing device does not have to be trustworthy and thereis no need for protection against hacking attacks. The
drawback is that the total degree of randomness is larger (although still only as large as required as the basic
premise of differential privacy), because each individual source must add randomness to the data. As a
conseguence, the result of the processing step isless accurate.

As apractical prerequisite for awider application of differentia privacy in an lloT context, the availability of
suitable state-of -the-art libraries and tools must be ensured. Fortunately, there are more and more i mplementations
of differentially private agorithms published by corporations such as Google and IBM as open-source projects,
and aso the number of practical tools offered by smaller companies is growing. In addition, experts with
knowledge about differential privacy as well as domain knowledge are needed who decide if, in which form, and
where differentially private processing can be integrated into realistic 10T setups.
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Fig. 3. Different variants of computing infrastructure in an Industrial 10T context.

As aready mentioned above, there are other approaches such as homomorphic encryption that are useful for
protecting sensitive data in an 10T context. For the latter approach, this means that the data is encrypted and
transmitted before performing the evaluation on a processing device. The algorithms for the evaluation must be
adapted to work on encrypted data. Then, result is transmitted again in encrypted form and can decrypted it to
obtain the result. This homomorphic encryption technique, however, typically has an extremely large performance
overhead.
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5. Differentially private estimation of parametersfor a Weibull distribution

In order to present a slightly more elaborate example of a differentially private processing of reliability data,
the estimation of the parameters of a Weibull distribution is considered based on a statistical database of complete
failure times (i.e., without censoring). The parameters can be determined by means of linear regression, which
becomes clear if the cumulative distribution function F(-) of the Weibull distribution with scale parameter a and
shape parameter

FiH)=1-— e‘(é)ﬁ (5

isreformulated as

In(—In(1-F())) =BInt—flna. (6)
Eqg. (6) can be expressed as the linear equation

y=pt'+a U]

wherey = In(—1n(1 - F())),t' = Int anda = B lna. The F (t) are obtained from the ordered failuretimesand
can be approximated by

_i-05
- n

8

Di

with the i-th largest failure time in a sample of size n, see (Meeker et al., 2022).

Figure 4 below showstheresultsbased onn = 1000 samplesfrom aWeibull distribution with a scale parameter
of 24 and a shape parameter of 2. Two fitted lines are also shown; asolid line using ordinary linear regression, and
a dotted line using a differentially private linear regression algorithm with € = 1.0. Expressed in terms of the
values for the shape and scale parameters, which can be obtained from the intercept and slope of the fitted lines,
for ordinary linear regression they are 1.99 and 23.8 respectively (close to the true parameters), whereas for
differentially private linear regression they amount to 2.69 and 22.5, respectively.

2 { —— Ordinary linear regression
- Differentially private linear regression

0 1 2 3 4
In(t)

Fig. 4. Linear regression based on samples from a Weibull distribution using ordinary linear regression (solid line) and a differentially
private version (dotted line, € = 1.0)

It should be noted that -DP for linear regression is more difficult than ¢-DP for evaluating and publishing
simple statistics such as mean values or counts. The reason is that regression involves solving an optimization
problem, and it isharder to infer from the origina dataset to the results of the optimization task, which is necessary
to determine the minimum amount of randomness to obtain differentialy private optimization results. The
differentially private linear regression algorithm used here uses a so-called functional mechanism that adds
randomness to the objective function of the optimization problem instead of its results (Zhang et a., 2012).
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A more recent work (Alabi et al., 2020) investigates severa differentially private simple linear regresson
agorithms where the added randomness is less than the standard even for small datasets. In order to achieve this,
however, it was found that a different, robust linear regression estimator, Theil-Sen, had to be used instead of
ordinary linear regression. Moreover, most of the investigated methods come with hyperparameters that govern
their behavior. It is still and open problem how to optimally choose these parameters, and this may also hinder
practical applicability. In addition, the focus of the referenced paper is on outputting accurate point estimates,
rather than confidence intervals.

6. Summary and outlook

The paper demonstrates how differentially private algorithms can be applied to reliability data evaluation in
general, as well as in an Industrial 10T context. When publishing results of evaluations of sensitive data that
requires protection, the question whether differential privacy can be reasonably applied depends mainly on the
answer to the following question: is the evaluation method robust, i.e., does the result of the evaluation not depend
too much on small changes in the database? This is, fortunately, typically the case for evaluations of reliability
data and it means that differential privacy may be applied. This comes with several advantages such as (see e.g.
Wood et a., 2020)

o relatively low computational cost, so the differentially private processing steps can be implemented on
I10T devices with limited computing power and memory,

e arigorous theoretical framework that provides provable privacy guarantees. Thisis aso the case for the
cumulative risk from successive publishing of processing results, which has not been dealt with in the
present paper,

e there is no need for elaborate attack modeling because the differentia privacy guarantees are totaly
independent of the prior knowledge of the attacker. As aworst case, it can be assumed that the attacker
knows the compl ete database except for the record that is the target of the attack. Finally,

e itisnot necessary to ensure secrecy around the differentialy private algorithm or its parameters, which
is another distinguishing feature from traditional methods for publishing sensitive data.

The drawback is some loss of accuracy, which of course depends on the specific situation but what we consider
usually acceptable for reliability applications. Regarding the implementation aspect, there are an increasing
number of implementations of differentially private algorithms published by corporations such as Google and
IBM, and the number of practical toolsis growing.

Currently, we are investigating the application of differential privacy to a wider class of reliability data
agorithms, such as maximum-likelihood estimators for failure datawith arbitrary censoring mechanismsincluding
confidence bounds, as well as aggregating reliability dataon variouslevelsin the l1oT infrastructure.
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