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Abstract

This paper addresses the urgent need of ensuring the continuity of both Critical Infrastructure (Cl) services and business
activities during disasters, emphasizing the strategic imperative for industries and the collective responsibility to safeguard
national and global economies. In this regard, the effectiveness of Business Continuity Plans (BCPs) hugely depends on the
proper management of the interdependencies between business entities, typically related to supply chain structures and
outsourcing strategies. To address this challenge, the paper introduces a Business Continuity (BC) serious game as an
innovative learning and training tool. The BC Game (BCG) aims to enhance analytical and decision-making skills of
professionals and managers for effective business continuity planning. Simulating real-world scenarios, the game allows
participants to gain practical insights, make informed decisions, and observe consegquences within a controlled environment.
Emphasizing active learning, collaboration, critical thinking, and problem-solving, the BCG equips participants with practical
skills for managing BC challenges in real-life situations. The paper details the game architecture, flow, and training modes,
emphasizing distinctive features compared to traditional BC training. Tested and validated with alarge group of M Sc students,
the BCG proved effective in improving knowledge of BC concepts and skills in applying BC methods. Anonymous feedback
from participants informed further improvements. This contribution to operational resilience, crisis management, and training
methodologies in Cl and Key-Resource Supply Chain sectors underscores the BCG's potential as an effective tool for
collaborative business continuity training.
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1. Introduction

Critical Infrastructure (Cl) playsacrucia rolein supporting economic development and its disruption can have
severe consequences for security, the economy, public health, and safety. During disasters, the availability of Cl
services becomes even more vital, as they contribute to community well-being and facilitate recovery efforts.
Disruptions of Cl have a significant impact not only on other interdependent CI but also on supply chains that
utilize the ClI (Ouyang 2014). Thisis even more critica in case of Key Resources Supply Chains (KRSC) - such
as food, pharmaceutical or other strategic industrial sectors (Trucco et a., 2017).

The shift from focusing solely on critical infrastructure to a broader perspective encompassing critical entities
in European policy (EU, 2022) reflects an acknowledgment of the interconnected nature of essential components
beyond traditional physical infrastructure. This broader perspective encompasses key services, organizations, and
structures crucial for societal functioning, fostering a more adaptive and comprehensive approach to resilience and
security. Ensuring the continuity of both Critical Infrastructure (Cl) services and business activities during
disastersis not only astrategic imperative for individual industries but also a collective responsibility to safeguard
the overall resilience and stability of national and global economies.

Business Continuity (BC) is defined as the capability of an organization to continue the delivery of products
and services within acceptable periods at predefined capacity during a disruption (1ISO 22301, 2019). The
effectiveness of Business Continuity Plans (BCPs) heavily relies on external factors— such as support from public
agencies, external resources — and hugely depends on the proper management of the interdependencies between
business entities, typically related to supply chain structures and outsourcing strategies. To ensure the efficacy of
BCPs, organizations need to align them with their externa dependencies and coordinate with other entities' BCPs.
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This paper aims to explore the challenges encountered by Cl entities and other dependent manufacturing and
service industries in achieving business continuity, and introduces a Business Continuity serious game as an
innovative learning tool that helps organizations in addressing these challenges. The BCG was devel oped with the
aim to provide an engaging and interactive learning experience that enhances understanding, skills, and decision-
making capabilitiesin thefield of Business Continuity Management (BCM). The game aimsto simulate real-world
scenarios and challenges related to BCM, alowing participants to gain and apply knowledge, make informed
decisions, and observe the consequences of their actions within a safe and controlled environment. By immersing
participants in a serious game, the aim is to foster a deeper understanding of BCM principles, strategies, and good
practices and gain practical insights into the complexities of BCP. The game encourages active learning,
collaboration, critical thinking, and problem-solving, ultimately equipping participants with the practical skillsand
insights necessary to effectively manage BC challenges and make decisionsin real -life situations.

The structure of the paper is as follows. Section 2 presents the major challenges in ensuring business continuity
for Cl entities and dependent business organizations. It also discusses the major advancementsin the field and key
lessons learned. Section 3 introduces the Business Continuity Game (BCG) by explaining its purpose and the
methodology used for its development and validation. Section 4 deeper explores the BCG architecture and logic
by specifying its learning objectives, explaining the flow of the game, demonstrating the inputs and outputs, and
showing the playing modes. The section ends by highlighting the BCG’s distinctive features and benefits. The
testing and validation process and the received feedback are summarizesin Section 5 before concluding.

2. Major Challengesin Business Continuity Management for Critical Infrastructure and dependent
businesses

Various challenges exist in achieving effective business continuity. The increasing complexity of Cl systems,
characterized by intricate networks, intertwined supply chains, and diverse stakeholders, poses significant hurdles
in understanding and managing the numerous interdependencies and potential cascading effects of disruptions
(Petrenj and Trucco, 2023). The integration of emerging technologies further complicates the landscape, by
increasing interconnectivity between physical and digital systems. These interdependencies cause propagation of
disruptions from one sector across others, affecting the overall availability of essential services. Addressing this
complexity requires a comprehensive analysis of the interdependencies within and between different
infrastructures and sectors to pinpoint potential points of failure and cascading effects (Sun et al., 2022). It means
that enhancing the resilience of Cl isinsufficient if dependent industries/businesses are not well prepared and if
the dynamic nature of interdependencies is not adequately considered when developing BCPs across all these
organizations.

Adding to the challenges, emerging risks continually reshape the Cl landscape. For example, the increasing
frequency and sophistication of cyber threats (Aldasoro et al., 2022) present significant challenges in protecting
critical systems, safeguarding data, and maintaining operational continuity. Additionally, the impacts of climate
change introduce new challengesin assessing and mitigating risks to Cl. For example, the Panama Canal isfacing
a drought crisis, which disrupts the canal crossings. The record low rainfall in 2023 caused water levels in the
locks to drop to an all-time low, forcing the operator to reduce the capacity down to 40%-50% of full capacity by
February 2024, with a significant impact on the global supply chains (NY T, 2023). Pandemics, as demonstrated
by the COVID-19 crisis, have aso highlighted the need for robust BCP plans to ensure the continuity of essential
services and minimize disruptions in the face of public health emergencies (Riglietti et al., 2022).

Furthermore, resource constraints compound the challenges faced by organizations. Limited financial,
technologica and human resources hinder the implementation of robust BCP strategies, necessitating investments
in infrastructure upgrades, redundancy measures, training programs, and specialized personnel. This limitation
generally reflects in the quality of risk assessments, the lack of comprehensive BCP plans that extend beyond the
boundaries of a single organization, and in poor validation of the planned resilience measures. This can be
particularly problematic for smaller organizations or those operating in economically disadvantaged regions.

An additional layer of complexity is the organizational culture within public and private organizations, which
plays apivotal role in overcoming BC challenges (Steen et a., 2023). Establishing a resilient culture necessitates
proactive leadership, employee engagement, and a shared understanding of the importance of BCP throughout the
organization. However, market pressures often prioritize operational efficiency and service delivery over BCM.
Increasing awareness about potential risks and ingtilling a proactive mindset toward BCP presents a formidable
challenge, demanding comprehensive training programs, awareness campaigns, and regular exercises to enhance
preparedness and response capabilities across the entire organization.
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2.1. Advancementsin thefield and key lessonslearned

In the dynamic landscape of Business Continuity Planning (BCP), severa key trends are shaping the way
organizations prepare for and respond to disruptions. Firstly, the integration of advanced tools and technologies,
such asartificia intelligence (Al), machinelearning (ML), and data analytics, into BCP processes. Thisintegration
amsto elevate risk assessment, incident response, and recovery capabilities by leveraging the power of intelligent
agorithms and real-time data analysis. These enhancements enable organizations to identify critical processes,
dependencies, and prioritize resources more effectively in their BCP efforts. Another critical focusis on Supply
Chain Resilience (Riglietti et al., 2022), emphasizing the need to assess and enhance the robustness of supply
chains. Strategies include identifying vulnerabilities, diversifying suppliers, and implementing contingency plans
to mitigate disruptions.

Considering the current practices adopted by organizations to ensure business continuity (Alcantara et a.,
2017), they often focus solely on internal processes and resources, largely neglecting broader aspects like the
supply chain, relations with local partners, or infrastructure services within the scope of BCP. Recently, there has
been a growing global recognition of the need to extend BCP implementation guidelines to the district level.
Coordinated BCP efforts and frameworks promote collaboration among stakeholders to ensure the continuity of
business for an entire area. Referred to as Area Business Continuity Management (Area BCM), this concept,
outlined by the Japan International Cooperation Agency (JICA), provides a framework for coordinated damage
mitigation and recovery efforts involving stakeholders such as individual enterprises, industrial area managers,
local authorities, and critical infrastructure. The goal is to ensure the business continuation of an entire area (Baba
et al. 2014). Area BCM necessitates an inter-organizational approach throughout the entire cycle, encompassing
Business Impact Analysis (BIA) that considers interdependencies, consequences of cascading effects, selection of
recovery strategies, and collaborative BCP development. It is noteworthy that vulnerabilities often reside with
suppliers deep within the supply chain tiers, and these may not be readily apparent. Coordinated BCP efforts
significantly enhance supply-chain visibility and bolster the resilience of links throughout the entire supply chain.

Lastly, as a legacy of the COVID19 pandemic, the resilience of workforce has gained importance, adapting
BCP strategies to accommodate an increasingly remote and distributed workforce (Jasgur, 2023). Workforce
resilience focuses on ensuring the continuity of operations and secure access to critical human resources through
fostering a strong culture of resilience, raising awareness, and promoting employee engagement at all levels of the
organization.

In summary, effectively addressing the resilience of Cl and other dependent businesses demands a
collaborative, multi-sectoral approach that involves Cl operators, manufacturing and service business
organizations, government agencies, regulatory bodies, academia, and various stakeholders. In particular, thereis
a need for continuous research, knowledge sharing, and the development of sector-specific good practices.
Drawing from the experiences and lessons learned in implementing BCM, several key insights emerge.

Top management commitment and support are paramount for the success of any BCM initiative, acting as
anchor pointsto integrate BC practices into organizational culture. Employee involvement and awareness are vital
components of successful BCM, requiring ongoing training to equip team members with the skills needed for
effective BCP execution. Regularly testing and exercising Business Continuity Plans (BCPs) is imperative to
validate plans, identify improvement areas, and ensure preparedness for specific Cl system scenarios. A thorough
Business Impact Analysis (BIA) is essential to understand interdependencies and potential cascading impacts,
while supply chain continuity planning (1SO 22318, 2015) helps organizationsidentify risks, assessvulnerabilities,
and develop strategies to respond to disruptions effectively. Business Continuity due to SC risks can be achieved
only through a proper evaluation of internal resilience capabilities, the capabilities and limitations of other links
in the supply chain, and the different roles played by the enterprise in the (different) supply chains it belongs to
(Birkie et d., 2014). BC Planning and Management is nowadays recognized as a good practice for supply chain
resilience and focal companiestend to expand BCM requirementsto their critical suppliers (Alcantaraet al., 2017).

BCP is an ongoing process that requires review and maintenance of documents, expansion of scope to take
account of new threats and organizational changes and the promotion of awareness. BCP is a central part of a
comprehensive risk mitigation strategy, as it aligns with the organization’s risk profile, focusing on acceptance,
avoidance, reduction, or transfer of risks.

Collaboration and partnerships with stakehol ders (Trucco and Petrenj, 2017), including governmental agencies,
private sector organizations, and emergency response entities, are recognized as good practices for fostering BCM.
This involves establishing effective communication channels and information-sharing mechanisms to enhance
joint preparedness planning, coordination, and mutual support during incidents, ensuring a comprehensive
understanding and management of the interdependencies.
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3. Methodology

The methodology adopted to design and validate the BCG is the following:

1

2.

Literature review about the main concepts related to BC (definitions, approach, methodologies) was
used to ensure a solid foundation.

Selection of the disruptive event. Due to the increase of natural disasters on a global scale, the choice
was to smulate an earthquake, which is a contemporary and relevant choice. The information about
intensities, infrastructures structural vulnerabilities and possible damages was collected from literature
and through consultation with an expert from the domain.

Selection of the target companies. The choice was to develop a simulation game for a manufacturing
company, an electricity distributor and alogistics provider. The covered sectors reflect a diverse range of
industries, enhancing the applicability of the simulation. The companies were modelled based on the
collected information about real companiesin theidentified sectors (e.g., typica organizational structure,
infrastructures and assets needed, key suppliers). This approach also allowed us to identify the main
characteristics of the target companies and used them as an input to develop redlistic stories for the BCG.
Development of the simulation model. The software selected to develop the models was Simulink. For
each target company, a simulation model was created to replicate the main business functions, activities
and assets, so that the simulation is able to calculate financial impacts over time following an earthquake,
and to return the final net losses. The offered recovery solutions and their parameters, as pieces of BC
strategy, were modeled as input variables that can be set by players. The impact of the BC strategy on
company’s performance in the disruption scenario is calculated through overall financial losses.
Calibration. By running test simulations with specific combinations of selected solutions, the parameters
of the game (e.g. insurance price, costs of BC solutions) were set to make the game asrealistic as possible
and accurately reflect the complexities of real-world scenarios.

Development of the GUI. The development of the graphical user interface (GUI) to interact with the
simulation model serves as a practical tool for players to engage with the game. The GUI development
followed the user-friendly design principles and guides users through all the steps of the game providing
interactive dashboards for the Business Impact Analysis (BIA), for setting the BC strategy (simulation
inputs) and browsing through the outputs (tables, graphs, etc.). The GUI isdirectly linked to the Simulink
model and it is used to run the simulation

Testing and Validation. An MVP (Minimum Viable Product) version of the BC game was tested and
vaidated with a group of 44 MSc students at Politecnico di Milano University (Italy) who provided
valuable feedback.

4. The Business Continuity Game (BCG) structure and experience

4.1. Learning Objectives

The seriousgameis designed to achieve several key learning objectives related to Business Continuity Planning
(BCP) and its elements.

Players will develop a solid understanding of the fundamentals of Business Impact Analysis (BIA),
gaining knowledge and skills in identifying critical processes, dependencies, and potential impacts of
disruptions.

The game emphasizes the importance of comprehending and managing dependencies both within and
outside the organization, extending to critical infrastructure services and supply chains.

Participants delve into different recovery options, assessing their suitability for specific scenarios, and
engage in the evaluation of costs and benefits associated with various recovery strategies.

Through multi-criteria decision-making, players learn to make informed choices, ultimately contributing
to the development of robust Business Continuity Plans (BCPs).

Furthermore, the game challenges participants to consider external interdependencies and potential
cascading impacts of individual disruptions, compelling them to align their BCPs with the recovery
parameters of the organizations they depend on, fostering a coordinative approach to business continuity.

4.2. BC Gamelogic and flow

Participants assume the role of a Business Continuity Manager within the serious game. They are responsible
for managing the company's BCP efforts and ensuring the organization's resilience in the face of earthquake
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scenarios. This role-based approach allows participants to step into the shoes of a BCM professional, providing a
hands-on experience and fostering a deeper understanding of the challenges involved.

There are three companies involved in the game (Figure 1):

An auto-parts manufacturer (‘Carware’) located in Europe, in a region highly exposed to seismic risk.
To maintain the continuity of its business and avoid revenue losses, Carware is implementing a BCM
system and, in particular, is evaluating a series of BC solutions that could be adopted with the aim of
restoring its activities as soon as possible in case of disruptive events.

A major eectricity distributor (‘Eldy’) in Europe serving different categories of users. Among CI,
electric power is a cornerstone of modern economies since it is present in the daily lives of citizens and
spans across al sectors of economy. In addition, a majority of Cl systems depend on areliable delivery
of electricity. For thisreason, it is fundamental that, in case of disruptions, electricity companies are able
to restore the service in the shortest possible time and reduce the duration of power outages.

A major logistic provider (‘LP’) in Europe who offers a wide range of logistic services to businesses
and households, always guaranteeing fast and reliable deliveries. It is fundamental for LP to become more
resilient and be able to maintain its services even in case of disruptions.

Auto-parts
manufacturer

-
)

arwar™

Logistics
distributes electricity to provider

Electricity
distributor

delivers materials 10

Fig. 1. BC Game companies and their high-level relations.

Throughout the game, players encounter a series of challenges and are required to complete tasks related to
Business Continuity strategy development (Figure 2). They must analyze the vulnerabilities, assess risks, and make
informed decisions to define the key BCP strategies and parameters for their company. This includes tasks such
as understanding business functions, identifying critical processes or activities, assessing dependencies, selecting
recovery options and defining their parameters, and allocating resources. By making these choices and simulating
their consequences within the game, participants gain practical insights into the complexities of BCP for
earthquake scenarios.

Company description: 2
* General information | | Keysuppliersand | | Resilience
+ Main business functions external dependenci practi P
* Infrastructures and assets O Game description
@ Players’ tasks
7 3 3 Busi Impact Analysis:
Insurance | | Vulnerability | Threat .| * Financial impact
options estimate description * Critical functions
* MTPD and RTO
z BC strategy:
PossibleBC | zc:cz::z: :ig‘é“s’z:‘:;:’f(':;’“ SIMULATION
solutions S RESULTS
+ Set parameters where
necessary

Fig. 2. BC Gameflow.
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The series of BCG steps and smaller tasks, leads to the final objective, which is the development of the
company’s BC strategy (Figure 2 — step 9). The strategy is chosen as a combination of BC solutions and their
parameters, as shown in the dashboard (Figure 3).

rearsgee - CM SERIOUS GAME - Auto Parts Manufacturer Company LTS PRl O Terminate and LOGOUT
- - - PAGE MEN
Solution 1 Solution 4
Additional stocking capacity for finisched 0 @m—) 10 3 [l The total available additional stoking capacity for the next quantity is 30 1. Company Description
products (the sum of the quantity is limited to 30)
= Alternative outbound transport (Finished 0 S—) 0 10 ELGTETTEID
Solution 2 )
3, Resilience practices
The total available additional stoking capacity for the next quantity is 30 Alterative inbound transport (Raw 0 — 30 14
(the sum of the quantity is limited to 30) material) o
Additional stocking capacity for raw 0 — 0 10 Alternative inbound transport (External 0o® 30 1 &2
t:
material pars 5. Threat description
Additional stocking capacity for intemal 0 S—gF 30 10 :
Solution 5
parts: 6. Vulnerability estimation
Additional stocking capacity for external 0 S—gF 30 10 [l Earthquake-proof Main Facility: Yes ®No
parts Warehouse reinforcement: Yes. ® No 7. Insurance options
Logistics Center reinforcement: ® Yes No
Default stocking level for raw material: 0 S—f 30 17 —
Default stocking level for raw material: 0 s=—=gh 20 5 g il
Solution 6
Default stocking level for raw material: 0 em—l) 0 10 .
Insurance package 9. BC strategy setting | GPEN
2 NO 1 2 3 4 5 Full
bz y 0 ® o < 10, Results
Backup manufacturing equipment ® Yes No
Backup assembly equipment: OYes & No Total BCP implementation cost (k) = 294 SIMULATION @

Fig. 3. BCG dashboard for setting the BC strategy and its parameters.

‘" Auto-parts manufacturer - Results

G

EXPECTED LOSSES FROM BUSINESS DISRUPTION __» NETLOSS (AFTER INSURANCE)
Losses from business B
disruption or lower
level performance

Irrecoverablenet loss |

Magnitude 8+ 78 67 5.6 -5 Magnitude 8+ 78 67 56 5.
70 49 00 00 00 - Physical infrastructure 00 00 00 00 00
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v
considering different business LI (s (oo (G (G
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probabilities ncowypeg | 224 |1 [0 | o2 | (g
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R ) = Finished products (M u
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Insurance premium | v )
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FINAL RESULT — ~——» TOTAL EXPECTED COST OF BC STRATEGY 2.409 M€

Fig. 4. BCG dashboard for setting the BC strategy and its parameters.

Whenthestrategy is set and saved, asimulation can be started. In each run, five different earthquake magnitudes
aresimulated (below 5, 5-6, 6-7, 7-8 and above 8, according to the Modified Mercalli Intensity Scale of Earthquake
Severity). The results are presented (Figure 4) showing different categories of losses and expenses/investments,
across different scenarios. Thefinal performanceis calculated by aggregating the results across different scenarios,
each weighted according to its probability of occurrence over 10 years.

Additional insights into the BC strategy performance are given through more detailed tables and graphs. By
clicking at the icons at the end of each row of the expected losses, the players can look into the sub-categories of
losses, for example damages to other properties (Figure 5, l€ft). They can also examine the accumulation of
business recovery costs over time (Figure 5, middle), or follow the levels of stocks (Figure 5, right)
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Damage to other property

Magnitude 8 78 &7 56 5

Damage to other property (M€l 207 110 38 075 00

Fig. 5. Examples of detailed tables and charts: Other property damage (l€ft); BC recovery spending over time (middle); Stock level of
internal parts over time (right).

The serious game promotes active engagement and collaboration among players. It stimulates discussions
around the choices made, encouraging participants to analyze the outcomes, learn from them, and reconsider their
decisions. Through the game's feedback and reflection mechanisms, players can reflect on the consequences of
their choices, identify areas for improvement, and engage in meaningful discussionsto enhancetheir understanding
of BCM principles and decision-making processes.

4.3. BC Game playing modes

There are two modes of game playing:

e Single player: A player or a team acts as the BC manager of a company and develop their BC strategy
based on provided information. In this game mode, the inbound dependencies on other companies are pre-
defined, their BC performance is provided through fixed parameters. The performance is simulated and a
discussion session is used to consider possible improvements.

e Multiplayer (Figure 6): Threeteamg/players play the game simultaneously, each acting as the BC manager
of one of the three companies. They first develop a BC strategy for their company considering the
interdependencies and the estimated BC performance of the companies they depend on. The earthquake
scenario is then simulated to understand the BC performance of each company. The simulation is followed
by a debriefing session used to compare the actual performance of each company and the implications on
the other two dependent companies and performance of their BC plans built on the estimated performances
(not actual outputs). Each team has to consider the potential gapsin their BC strategy determined by the BC
choices of the other two companies, and the groups should coordinate to align the BC strategies and come
up with the best possible joint solution. A facilitated discussion helps in raising awareness of the
interdependencies between companies and their BCPs and highlighting the importance and benefits of
coordination in BCM and resilience planning.

Session 1: Debriefing 1: Session 2: Debriefing 2:
Teams work on | Joint analysis and . Coordinated BCPs | Joint comparison of results,
individual BCPs discussion of considering discussion of individual vs

(for each company) strategies interdependencies coordinated strategies

Fig. 6. Full training setup in coordinated (multi-player) mode.

Debriefing sessions play an important role in maximizing the learning outcomes of the BCG. After engaging in
simulated crises and decision-making scenarios, debriefing provides a structured forum for participants to reflect
on their experiences, share insights, and discuss the outcomes of their decisions. This reflective process allows
individuals to gain a deeper understanding of the consequences of their choices and the overall dynamics of
business continuity planning. Debriefing sessions serve as a critical learning bridge between simulated scenarios
and real-world application. Additionally, these sessions foster open communication, promoting collaborative
learning and knowl edge sharing among participants. The importance of debriefing liesin its ability to enhance the
educational vaue of the serious game, ensuring that the lessons learned are effectively assimilated and can be
applied in the dynamic landscape of BC management.

4.4. Digtinctive Features and Benefits
The serious game for business continuity offers a comprehensive learning experience with numerous benefits. It

presents realistic and immersive scenarios, mirroring real-world disruptions, and goes beyond theoretical training
by providing hands-on learning opportunities. Users actively engage in decision-making processes during
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simulated crises, fostering critical thinking and problem-solving skills within a risk-free environment. The game
promotes collaborative learning, enabling multiple users to work together on business continuity planning, thus
enhancing teamwork and coordination skills. As a cost-effective alternative to traditional training methods, the
game eliminates the need for physical resources or logistics, making it a convenient and accessible solution.
Immediate feedback on users' decisions allows them to understand the consequences and learn from mistakes in
real-time. The scalability of the training can accommodate both small teams and large organizations, making it
suitable for businesses of all sizes. Importantly, the serious game aligns with industry standards and best practices
for business continuity planning, ensuring that users are well-prepared to meet regulatory requirements.

5. Testing and Validation of BCG
5.1. Participants and Setting

The BCG wastested and validated with a group of 44 M Sc students at Politecnico di Milano attending an Industrial
Risk Management course, which played the game divided in 16 groups. They played the game on the car-parts
manufacturer ‘Carware’, in the single player mode. The activity was divided into three sessions:

i) Introduction to the BC concepts and methodology (3 hours). This session covered all the theoretical
aspects required for the understanding of the BCP process and its steps. This included a set of short
exercises to get familiar and practice the main tasksincluded in the BCG.

ii) Introduction to the BCG (1h) and BIA (2h). The session initiated with an overview of the BCG flow, the
explanation of all the steps and players’ tasks. The participants the proceeded with the analysis of the
company (based on the detailed story provided) and with the development of the Business Impact
Analysis (BIA), which is used to estimate the recovery priorities and targets;

iii) BCP simulation (3 hours). In the smulation session, the participants used the combination of the BIA
results and cost-benefit analysis of the available BC solutionsto define their BC strategy. There were two
rounds of smulations. In the first round, the groups simulated their initial strategies. They were then
given time to analyze the performance of their BC strategies by going through the simulation outputs,
which allowed them to understand losses across different categories, look into the performance of
company’s business functions and the changes in the levels of stocks, and to follow the accumulation of
investments and losses as the scenario unfolds. They then had an opportunity to revise and improve their
BC strategies based on these additional insights, and run another set of simulationsaming to improve the
company’s overall performance. All the groups managed to enhance their company’s BC compared to
the first run. The group with the best result presented their strategy and the logic behind it, which was
used to guide the plenary discussion and draw the |essons learned.

5.2. Participants’ Feedback

Following the sessions, students were invited to complete an anonymous online questionnaire focused on the
BCG and its online user interface. The collected feedback, consisting of 21 responses, facilitated the evaluation of
the learning experience and outcomes. Additionally, this feedback will serve as valuable input for refining and
enhancing the game in future iterations.

The questions focused on the clarity of the game, the usability of the platform and the significance in terms of
learning objectives, using the Likert-like scale ranging from 1 (very bad/inadequate) to 5 (very good/excellent).
The evaluation results are shown in Table 1 below. The respondents found the descriptive information clear, with
minor clarifications suggested. The platform is user friendly, only a minor issue was encountered with a specific
operating system installed on one laptop. The participants evaluated the BCG as very useful for improving
knowledge and understanding of BC concepts and methodologies. The overall experience related to the BC game
was also highly positive. While also evaluated positively, the major room for an improvement is in providing a
more detailed task explanation and additional guidance on how to perform individual tasks.

102



Table 1. BCG evaluation responses from an online anonymous questionnaire.

Question Answer
14 13
12
2 —
8
Was the descriptive information of the company clear? 6 N
4
2 1 1
0 —— — -
1 3 5

w

3

4

7
6 .
1
Were the tasks assigned within the game (i.e, BIA, BC 4
Strategy setting) well-defined and understandable? ) . . 2 .

. —
2 4

Was the platform user-friendly?

8
Was the game useful for improving your knowledge 6
and understanding of BC concepts and methodologies? 4
2
0

8 7
How do you rate your overall experience related to the 6
BC game? 4 3
ST —
0
2 3 4

A further feedback was collected through two open-ended questions, which asked for suggestions for possible
improvements of the descriptive information of the company and of the user interface of the platform.

The suggestions for improving the Business Continuity Game (BCG) contain several key points. Respondents
suggested a more detailed explanation of company types to align Business Continuity (BC) actions effectively
with the priorities (such as fast resumption of work and minimizing losses). The feedback also emphasizes the
importance of clearer explanations regarding existing resilience practices and their contribution. On the other side,
there are opinions that the case description was lengthy, requiring alot of focusto keep track of all the details over
the two sessions, which could be improved by a different split of the descriptive material, providing only the
relevant part of the story at each session. Therefore, a balance must be found between adding more details to the
certain aspects of the company and shortening the story by removing irrelevant descriptions. Some participants
found it challenging to grasp how to approach Business Impact Analysis (BIA), evaluate risks and strategies. This
indicates a need for a more detailed guidance on those tasks, or, as respondents suggested, providing a case with
solutions to enhance understanding before working on the case independently. Overall, these insights provide
valuable guidance for enhancing the effectiveness of the BCG.

The suggestions for improving the BCG user interface (Ul) aso provided valuable insights for refinement.
Respondents recommend clarifying that running simulations does not commit them to final decisions, especially
for those unfamiliar with such tools. The platform's clarity is acknowledged and the UI’s ease of use is praised.
However, there is adesire for more insights (e.g. additional graphs about performance of each business function)
along with explanatory notes for each graph to improve understanding. Finally, there was a suggestion to improve
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the simulation speed (currently around 20 seconds per run) since it seemsto be slow, and increase the capacity for
running more simulationsin paralel (currently up to 5).

These suggestions collectively offer aroadmap for upgrading the BCG and its Ul, ensuring amore user-friendly
experience and enhanced learning.

6. Conclusions

The paper contributes to the fields of operational resilience, crisis management, and training methodol ogiesin
the Cl and Key-Resource Supply Chain sectors by presenting anovel simulation-based serious game as an effective
tool for collaborative business continuity training. The testing and vaidation of the BCG confirmed its usefulness
for improving knowledge and understanding of BC concepts and methodologies.

Besides the foreseen improvements to the current version of the BCG, as highlighted from the participants’
feedback, there are other possibilities to enhance the effectiveness by focusing on customization and relevance.
One key avenue for advancement involves adapting BCG to different industries and organizations, ensuring that
users receive training directly aligned with their specific business sector and its distinct chalenges. This
customization would optimize the learning experience, making the scenarios, decision-making processes, and
resilience strategies more applicable and meaningful to participants. Additionally, the introduction of aternative
disruption scenarios represents could further tailor the training by simulating the most relevant hazards and threats
that organizations face. This would ensure that participants engage with scenarios that closely mirror their real-
world challenges, fostering a deeper understanding of diverse risk landscapes and preparing them for a broader
spectrum of potential disruptions. It is important to tailor BC training to individual needs while keeping up with
the evolving nature of risks and threats in the modern business environment.
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