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Abstract 

Critical infrastructure (CRITIS) protection requires the skillful integration of security measures to maintain integrity and 
functionality in the event of a potential attack. This involves the identification, categorization and assessment of elements 
requiring protection, followed by the astute allocation of security measures, all within the constraints of limited resources. The 
challenge is to make simple decisions about security-related investments. One solution is the use of risk-adjusted scorings. 
While risk-adjusted scoring scales are well established in functional safety (e.g. Braband, 2008), their application to physical 
vulnerability assessment remains a mostly unexplored area. This paper presents a versatile approach to performance-based 
physical vulnerability analysis using risk-adjusted scorings. Based on Harnser's (2010) framework, the presented method 
defines different barrier types and resistance classes. Each type is associated with a scale mapping probability intervals to 
vulnerability scores. By aligning with Termin et al.'s (2023) metric compatibility approach, these scores are locally adjusted to 
replicate quantitative vulnerability values derived from the application of Lichte et al.'s (2016) quantitative vulnerability metric. 
To illustrate the potential of the approach, a vulnerability analysis based on the risk-adjusted scoring framework is 
demonstrated. This approach can support CRITIS operators in making informed security investment decisions when using the 
presented toolkit. Finally, challenges and opportunities are discussed and the findings summarized. 
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2. Background 

 

 

 

 
 

 
  
 

 
  
  

This paper analyzes the applicability of the approach proposed in Termin et al. (2023) using fictional scenarios 
and infrastructures (asset-barrier constellations) as examples. 

3. Approach 
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Vulnerability 
Score 3 4  13 14 15 

Lower Value 0.924 0.847  0.154 0.77 0 

Upper Value 1 0.924  0.231 0.154 0.77 

Mean Value 0.962 0.8855  0.1925 0.462 0.385 
 

 

 

Vulnerability 
Score 3 4 4  14 15 

Lower Value 1 1 1  0.077 0.024 

Upper Value 1 1 1  0.09 0.024 

Mean Value 1 1 1  0.084 0.024 

 

Vulnerability 
Score 3 4 5  14 15 

Lower Value 0.99 0.99 0.99  0.156 0.079 

Upper Value 0.99 0.99 0.99  0.168 0.079 

Mean Value 0.99 0.99 0.99  0.162 0.079 

 

Vulnerability 
Score 3 4 5  14 15 

Lower Value 0.999 0.996 0.987  0.316 0.246 

Upper Value 0.999 0.998 0.993  0.36 0.246 

Mean Value 0.999 0.997 0.99  0.338 0.246 
 

 
 
 
 
 



 

 

 
 

 
 

 
  
  
  
  
  

 

 

 

Vulnerability 
Score B1.I.RCA B2.II.RCD B3.III.RCE 

Lower Value 1 0.42 0.246 

Upper Value 1 0.56 0.246 

Mean Value 1 0.49 0.246 

 

 

 



 

 

 

B1.I.RCA B2.II.RCD B3.III.RCE V total 

1 0.42 0.246 0.1 

 

B1.I.RCA B2.II.RCD B3.III.RCE V total 

1 0.56 0.246 0.14 

 

B1.I.RCA B2.II.RCD B3.III.RCE V total 

1 0.49 0.246 0.12 

 

B1.I.RCA B2.II.RCD B3.III.RCE V total 

1 0.56 0.246 0.14 

1 0.42 0.246 0.1 

Delta in Vulnerability 0.04 
 

 

 
 

 
 

  
  
  
  
  
 
 
 
 
 
 
  

 
 

 

 

Protection Measure (PM) Protection Time in Sec. 

PM 1  = 15;  = 10 

PM 2  = 105;  = 10 

PM 3  = 75;  = 10 

PM 4  

PM 5  



 

Observation Measure (OM) Observation Time in Sec. 

OM 1  

OM 2  

OM 3  

OM 4  

OM 5  

Intervention Measure (IM) Intervention Time in Sec. 

IM 1  

IM 2  

IM 3  

IM 4  

IM 5  

 

 

 

RC P P time O O Time I I Time 
A 1 PM 1 1 OM 5 1 IM 3 
B 2 PM 4 2 OM 2 2 IM 2 
C 3 PM 3 3 OM 4 3 IM 1 
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Optimistic View (Lower Values) 
V B1 V B2 V total 
0.246 0.0.316 0.078 

 
V B1 V B2 V total 
0.246 0.36 0.089 

Indifferent View (Mean Values) 
V B1 V B2 V total 
0.246 0.338 0.083 
As a Reference: Calculation using the ICM 
V B1 V B2 V total 
0.246 0.33 0.081 

 

 
 

 
 
 
 
 
 
 
 
 
 
 
 

  
  

 

 

 

 

 


