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Abstract

Industrial sites that store and process high amounts of hazardous chemicals can become attractive targets of intentional
attacks. In fact, the consequences of an intentional attack might be catastrophic and could escalate generating the so-called
domino effects, with serious effects on people and the environment. Another key characteristic connected to such events is
their dynamic escalation, which cannot be well depicted by current safety-security assessment tools. In this work, we present
a comprehensive tool to assess the risk of integrated safety-security and related domino effects, which is based on three-
dimensional (3D) rea-time approach. The graphical interface of the tool is the 3D reconstruction of the plant, which is
generated through inspections using a drone. Real-time data are then associated to the sensible elements of the plants, e.g.,
pressure/temperature condition of a storage rank. The tool evaluates probabilities and 3D conseguences of accidents,
updating them based either on real-time data or user inputs. The consequences and risks associated with potential domino
effects are also modelled in the tool. The use of the tool allows for the mapping of plant vulnerability, risk and supports the
evaluation of weaknesses and need of additional countermeasures. A simplified version of the tool was used this work to
demonstrate its potentialities on a case study.

Keywords: real-time assessment, dynamic risk assessment, safety and security integration, cascading effects

1. Introduction

The need of safety improvement for Seveso installations asks for more advanced tools for risk estimation,
evaluation, management, and communication. In fact, besides considering technical aspects, such as
malfunctions, process upsets and organizational aspects, such as personnel attention and motivation to safety
culture (Ale et al., 2014), external events may contribute to failures, such as Natech — Natural-technological
scenarios (Rossi et al., 2022) as well as security-related events, i.e., intentional attacks (Marroni et al., 2024). All
those aspects may not be easily investigated with conventional quantitative risk assessment (QRA) techniques
and tools, which are known to be static, thus unable to estimate the variation of risks due to operation or changes
during the lifecycle of a production plant (Kalantarnia et al., 2009). Moreover, these tools may not be adequate
to cope with the challenge of managing safety and security concerns in a coordinated manner, as quantitative
comprehensive approaches are still lacking.

Therefore, the development of Integrated Safety-Security (ISS) approaches is necessary to reduce the
vulnerability of people and the environment to these emerging threats. Given the dynamic nature of domino
effect accidents and the different kind of escalation of security events, | SS approaches may benefit from dynamic
real-time approaches (Marroni et al., 2022). In fact, integrating the common methodology for risk evaluation
adopting rea-time plant data (from process operations and from the external environment) in an innovative
software framework and supporting three-dimensional (3D) visualization of results, may result in a major step
forward for ISS aspects management. Moreover, automatization of procedures, real time data acquisition and
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simulation are elements that are consistent with the current European trend of automation and digitalization of
the industrial sector is the framework of Industry 4.0 (Wahlster, 2012). Dynamic and 3D approaches are also
beneficial for the management of emergency in case of a loss of containment, since a quick-running, real-time
tool can help emergency squads in quickly detecting high-risk zones to secure.

In the last decade, DataCH Technologies has collaborated with several Italian Port Authorities, with the aim
to build an information system to support the rapid and efficient management of emergencies related to
hazardous materials handling, storage and transport in port areas and to share the necessary information through
an easy-to-use interface supported by 3D graphics. From the experience gained in the support to port facilities
and in the framework of the LIFE20 ENV/IT/000436 — LIFE SECURDOMINO project (SECURDOMINO in
the following), the software tool was extended for the assessment of fixed industrial facilities with the aim to
manage and monitor in real time and on a single 3D platform i) complex |SS scenarios and associated risks; ii)
the documentation, administration and |l ogistics of an industrid facility.

The present works deals with the presentation of the SECURDOMINO software tool and related
methodology for the real time hazard and risk assessment and major accidents triggered by externa acts of
interference. A sample application is presented to highlight the benefit and potentialities of the tool, discussing
potential future developments.

2. Methodology
2.1. Overview

In this work, we present a methodol ogy for a real-time 3D interactive mapping of hazards and risks associated
with ISSinindustria facilities, which was implemented in a specific software tool. The methodology consists of
the five following steps:

Preparatory phase

Plant inspection, performed by drone photogrammetry;

Three-dimensional reconstruction of the plant on a graphic interface;

Coupling of real-time and/or static data and documentation to each mapped element;

Real-time evaluation of consequences of an accidental/intentional release, to support emergency
planning.

In Step 1, the documentation associated with the facility under analysis is collected and reviewed; this
includes process flow diagrams, plant layout, equipment datasheet, safety and emergency procedures. In this
way, the critical elements of the plant can be identified and analyzed, as detailed in Section 2.2

This preliminary step guides the Step 2 of the methodology, which entails the ingpection of the facility using a
drone in order to obtain the information to reproduce the plant on a three-dimensional (3D) interactive map; this
part is examined in Section 2.3 of the paper. The 3D map is then built using the aerial photogrammetry
technique, as detailed in Section 2.4. In Step 4 methodology, the map is made interactive by associating
information to critical elements, as explained in Section 2.5. Namely, relevant data and information can be made
available: this includes buildings, meteorological conditions, and equipment features (operating condition,
substances stored, etc.). Moreover, management systems are available and can be monitored.

Thefina step of the methodology is the real-time evaluation of consequences, which is detailed in Section 2.6
of the paper. The tool is able to process either real-time data or user inputs in order to evaluate the vulnerability
of the plant, i.e., the probability of release of hazardous substances, as well as the risk associated with the
scenarios. Moreover, the tool is able to determine and evaluate potential cascading scenarios.

To show the potentialities of the tool, we present a simplified case study in Section 3 of the paper, while in
Section 4 we discuss the results. Section 5 isinstead dedicated to the future developments of the tool.

agrONE

2.2. Preparatory phase (Step 1)

The preparatory phase is essential in order to understand and model the facility under analysis. This phase is
carried out in collaboration with the staff of the plant, e.g., process engineer and plant manager and entails the
review of plant documentation. The reviewed documentation includes but is not limited to: comprehensive safety
reports, process description, control philosophy, plant layout, and equipment datasheet. In this way, the technical
staff of the project is able to determine all critical elements associated with the plant. The screening method for
selecting critical elements of the plant is hazard-based and was presented in a previous work (Marroni et al.,
2023). In particular, the reference hazard chart in Figure 1 is adopted. Two factors are adopted to determine the
criticality level: the physical conditions of the inventory, and the equipment type.
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PHYSICAL CONDITIONS OF THE INVENTORY — e = 7
Gas/liquid stored in
gas phase

'
Liquefied gas stored | .-

under pressure Cryogenic storage Liquid phase

EQUIPMENT TYPE|

IAboveground tanks

ndoor warehouse ﬁ 3 2 2 1

{Aboveground pipelines 3 2 2 2 1

Elongated process equipment O 2 2 2 1

Reactors

Heat Exchangers 3 2 2 1 1

Buried tanks 2 2 ‘ 1 1 1

lUnderground pipelines 1 1 1 1 1

Fig. 1. Hazard-based equipment screening to support the mapping of critical asset, adapted from (Marroni et al., 2023).

The physical conditions of the hazardous inventory is clearly a crucial property to be assessed, as it deeply
influences the way the release can evolve into different physical effects, e.g., fires, explosions, and dispersions.
The equipment type is also an important feature. Namely, different equipment type may hold different amounts
of hazardous substances. Moreover, the equipment type influences the visibility of the element, which is a
crucia property when assessing intentional attack scenarios. Namely, more visible targets, such as aboveground
tanks, might be more attractive for athreat compared to |ess visible equipment such as underground pipelines or
buried storages.

By intersecting the physical conditions of the inventory with the equipment type in Figure 1, a score ranging
from 1 (lowest) to 4 (highest) is assigned to each equipment in the facility, alowing to select the most critical
ones, e.g., the ones with the highest score.

2.3. Plant inspection (Step 2)

Once the preparatory phase is complete, the technical team of the project is ready to begin with the inspection
of the plant by drone flight. Before beginning, the staff of the project has to obtain the appropriate licensing and
permitting in order to be able to proceed with the inspection of the plant. A small group composed of technical
staff of the project is admitted on the plant to be analyzed. The group is accompanied by plant personnel, in
order to follow safety procedures and not interfere with the normal operation of the plant.

The drone is then flown around the plant, and captures aerial videos, as well as pictures of the plant, which
will then be used to build the graphical interface of the plant (see Section 2.4). Namely, these pictures contain all
the necessary parameters for the 3D reconstruction, such as latitude, longitude, elevation, and inclination.
Particular attention is reserved to the equipment classified as most critical through the hazard-based screening
carried out in Step 1 (see Section 2.2). It should be noted that there might be critical elements that are not located
outdoors, but rather indoors, such as material packages stored in warehouses. Such elements cannot be captured
using the drone, as its movement would be drastically hindered in indoor areas. In these areas, a professional
camera is instead used to capture al the necessary images and videos. The professional camera is aso used to
shoot in the outdoors in order to capture distinctive graphical, such as textures. Moreover, the benefit of
combining aerial photogrammetry with photos taken with a professional camera s the ability to capture smaller
elements, e.g., safety systems such as sprinklers or monitors.

Using tools such as drones and cameras allow for the necessary material to be captured in a span of a few
days, according to the dimension and complexity of the plant to reconstruct. This makes it a very powerful and
convenient methodology, asit is accurate, quick, and does not interfere with plant operations.

2.4. Three-dimensional reconstruction of the plant on a graphic interface (Step 3)

The 3D reconstruction of the plant is obtained by processing the pictures taken in Step 2 into the 3D rendering
software Agisoft Metashape. Agisoft Metashape is a tool designed by Agisoft LLC for creating 3D spatial
models and map using the photogrammetry technique (Agisoft, 2023). Photogrammetry, particularly aerial
photogrammetry, involves the analysis of photographs taken at different heights and angles to create 3D models
of physical objects and/or entire environments; this technique, aso utilized across diverse fields such as by tech
giants like Google (Google, 2019), forms the backbone of our modeling. The decison to employ
photogrammetry over alternatives like LIDAR is driven by the specific demands of the project. While LIDAR
excels in capturing intricate details within limited spaces, such as densely equipped rooms, our focus lies in
accurately portraying process facilities while integrating real-time assessment of vulnerabilities and risk.
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Consequently, opting for LIDAR would result in overly complex models with an unsustainable computational
burden.

The 3D reconstruction of the plant is carried out on two different levels. Initialy, a preliminary on-field 3D
reconstruction serves as a practical test. The “on-field” reconstruction alows the technicians to verify the quality
of the model in rea time. Namely, the pictures taken by the drone and the cameras tend to be influenced by
meteorological conditions, such as sunlight. Additionally, the analysis of the “on-field” 3D reconstruction guides
further inspections of the site, as areas and elements that are not well represented can be easily identified. Once
the quality is considered sufficient, the technicians will then begin with “high-quality” 3D reconstruction.

Once the reconstruction is complete, the model is cleaned up, optimized, and verified. Then, it is converted in
proprietary formats and passed to an in-house developed 3D real-time engine that enables the multimedia
management of the 3D scene.

Beyond the use of captured photos and videos, the technicians employ post-processing techniques to refine
and enhance the visual aspects of crucia elements within the 3D model. Notably, specific sub-models are
created from scratch by the graphics from DataCH. Figure 1 shows how the sub-model of an atmospheric
vertical tank was created and implemented in the 3D landscape. Figure 1 (a) shows the how the atmospheric tank
was recreated using only the data captured by the drone. Figure 1 (b) instead shows the enhanced atmospheric
tank sub-model to be implemented in the interface of the tank. This procedure was already effectively employed
for the reconstruction of port facilities; for more details the Reader is referred to (Ovidi et al., 2018).

Fig. 2. Comparison between the model obtained from: (a) photogrammetry; (b) the manually enhanced 3D model.
2.5. Coupling of data and documentation to mapped elements (Step 4)

Once the 3D reconstruction is complete, the base for the interface of the tool is complete. The next step
according to the methodology presented in Section 2.1 is to associate data and documentation to the elements of
the plants. For these reasons, critical equipment and barriers are dynamic elements in the 3D reconstruction,
meaning that the user can click and interact with them. Figure 3 shows an example of interaction with the
interface of the tool. By clicking on the horizontal cylinder in the interface, a tab opens showing identifying
elements of the equipment, such as the name, sketch, nominal properties, as well as a list of technical
documentation available for consultation.

~ ITEM SHEET fclozc

STATUS MAINTENANCE ALERTS PARAMETERS

ID: K22720
ITEM: Horizontal vessel

0

CAPACITY: 50 m3
TEMPERATURE: 21 °C
PRESSURE: 5 bar
MATERIAL: LPG

PED: Yes

0 -
Description Initial Final Company Person
Rupture disk 17/10/23 21/10/23 XXX YYYY

Description Revision Data Person
Access check list 1 Data 12/10/23 222z

Fig. 3. Example of interactive equipment tab implemented in the tool.
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The process equipment tab shown in Figure 3 has other sub-tabs, which can be utilized by the user to store
important information and documentation, such as maintenance reports, P&ID (piping and instrumentation
diagrams), etc.. If the tabs of all equipment are periodically updated, then the tool also serves as a management
tool, where all information is comprehensively stored and is ready for browsing. For instance, this facilitates
third party (e.g., Competent Authorities) inspections. Additionally, the tool is equipped to receive, store, and
process real-time data. For the purposes of ISS risk assessment, two are the main categories of real-time data
which are necessary for the analysis. The first category of real-time data is meteorological data. Weather data
treatment is of fundamental importance to provide real -time consequence assessment results. In particular, the
most relevant weather parameters are: wind speed, wind direction, relative humidity, ambient temperature and
stability class. Such information can be obtained through a weather station, which can be inexpensively be
installed in the plant if not already present. The second class of parameters are process parameters connected to
the functions of the plant. The type of data depends on the type of process and equipment; for example, the
parameters of interest for a liquid storage tank are level, pressure, and temperature. Such information can be
derived by the control system installed in the plant, which can be connected to the tool.

2.6. Real-time evaluation of consequences following an accidental/intentional release (Step 5)

The final step of the methodology is the development of algorithms for ISS risk assessment and related
domino effects. The tool operates in two different modes, a “default” mode and a “custom” mode. The “default”
mode is thought for less experienced user, and hence does not allow the modification of significant parameters
for ISS risk assessment. For example, in the “default” mode, the leak diameter for security scenarios, e.g.,
explosive, arson or firearms, were adapted from conventiona release diameters proposed by (American
Petroleum I nstitute, 2008). The same reference was used for the leak diameters of conventional safety events.

On the other hand, the “custom” version allows more advances users to set the preferred values of leak
diameters. Release conditions can be either set by the user or, when possible, are directly retrieved from the
control system of the analyzed equipment in order to obtain a real-time scenario.

As for meteorological conditions, the tool is equipped for processing real-time information as outlined in
Section 2.5. If no real-time information is available, then average weather data from the site are used, and default
stability condition 2F and 5D are used, in accordance with conventiona safety analyses (Center for Chemical
Process Safety, 2010)

The preliminary version of the tool includes the evaluation of physical effects of fires. In modelling physical
effects, we considered that the tool should be able to support emergency operations after a major accidents. For
this reason, it was essential to use and develop physical effects models that constitute a good compromise
between computationa run times and accuracy. For pool and jet fires, we utilized integral models based a multi-
point source approach (Hankinson and Lowesmith, 2012); instead, the conventional point-source model was
used to model the hesat radiation coming from afirebal (van den Bosch and Weterings, 2005). A repository of all
models for physical effects can be consulted on the official website of the project (Securdomino, 2023). More
details can be found by the Reader in (Ovidi et a., 2018).

The frequency fro of the final outcomes included in the preliminary version of the tool is obtained by applying

(2):
fro = fa+Ps- Py, 6]

where f, is the frequency of the intentional attack or unintentional loss of containment, Ps is the probability of
success of the attack and P, is the probability of ignition.

The frequency f, of intentional attacks was retrieved from (American Petroleum Institute, 2013) based on the
analysis of the context where the plant operates and the past history of the plant. Instead, f5 for accidental
scenarios was retrieved from (American Petroleum Institute, 2008) based on the type of equipment.

Ps and P, were evaluated by applying the Event Tree Analysis. In particular, the methodology developed by
(Casson Moreno et a., 2022) was adopted. In their work, specific decisional gates were developed to model the
performance of security barriers, such as fences, closed-circuit television (CCTV), emergency response team;
then, security barriers were integrated with conventional safety barriers such as sprinkler systems. This
integration aimed to capture the synergistic performance of both physica security and safety barriers. The
resulting product of thisintegration was the development of ISS Event Trees.

The final results shown by the tool on the 3D interface are both risk and vulnerability contours, according to
the choice of the user. The compatibility matrix of the Italian land-use planning legislation (Laurent et al., 2021),
which was used for risk assessment, and it is shown in Table 1. Territorial categories are assigned for each
combination of frequency and impact zone ranging from A (densely populated residential areas) to F (industrial
establishments and non-built respect area). The Reader is referred to (Laurent et d., 2021) for more details on the
definition of the Italian territorial categories. It should be noted that using a compatibility matrix for risk
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assessment entails that the overall risk assessment is scenario-based. For this reason, the user can browse through
the different scenarios coming from the Event Tree Analysis.

On the other hand, the overall vulnerability of the plant is obtained by cumulating the probability of success
of al scenarios considered in the Event Tree Anaysis, and hence it does not take into account potential
consequences. Still, vulnerability congtitutes a pivotal parameter for the analysis of intentional attack scenarios
(Landucci et al., 2020), and was for this reason implemented in the analysis.

Hence, the two parameters serve different purposes. Visualizing the risk allows for the user to determine the
most critical scenarios, while visualizing the vulnerability allows the user to determine which areas of the plant
are the least protected from an intentional attack.

Table 1. Compatibility matrix used for risk assessment, adapted from (Laurent et a., 2021).
The capital letters indicate the vulnerability class of the territory (from F — industrial area, to A — highly populated residential area).

Impact zones — High lethaity Starting lethality Irreversibleinjuries Reversibleinjuries
Pool/jet fire — 12.5 kW/m? 7 kwim? 5 kw/m? 3kw/m?

Fireball — Fireball radius 350 k¥ym? 200 k¥m? 125 kIm?
Frequency fro |

fro < 10° DEF CDEF BCDEF ABCDEF
10%<fro< 10 EF DEF CDEF BCDEF

104 <fro< 102 F EF DEF CDEF

fro > 10° F F EF DEF

3. Application to a case study

A preliminary version of the tool was used to analyze a case study. The layout of the plant is shown in
Figure 4. The plant was active in the last 30 years and is situated in a country with a mild socio-economic and
political climate. The plant is located in an industrial context and confines with araillway on the North side. The
plant stores Liquefied Petroleum Gase (LPG) in two 50 m® aboveground tanks and ethanol in three 10 m® buried
tanks.

INTRUSION

—

ETHANOL

BURIED

Fig. 4. Layout of the case study. WWT = waste water treatment.

In order to determine the critical equipment, the hazard-based method presented in Section 2.1 was adopted.
LPG storage tanks are aboveground tanks storing a pressurized liquefied, hence they were assigned a score of 4
according to Figure 1. Ethanol can be instead considered as a fluid with low vapor pressure stored in a liquid
phase, which is stored in buried tanks; so it was assigned a score of 2 according to Figure 1. Hence, the LPG
storage tanks are the critical elements for this plant, and they are therefore the focus of the analysis.
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Figure 4 aso shows the exemplifying intrusion path walked by a potential attacker to target the LPG tanks.
The attacker enters the facility during night shift by the trespassing the Southern perimetral fence. The attacker
runs along the waste water treatment (WWT) area, reaches one LPG tank and sabotages a connection flange.
Thisleadsto a 1°’(25.4 mm) leak of LPG.

As the ISS risk assessment algorithms are complex and require a lot of information, we will analyze a
simplified case study for the sake of exemplification and brevity. In particular, we will analyze the most sever
scenario, which is the unmitigated attack scenario, i.e., the scenario in which the attacker is able to completely
carry out the attack. Another conservative yet simplifying assumption is the neglection of the intervention of
safety barrier; for this reason, we considered a release duration of 3 minutes. The security staff of the facility is
highly trained; hence, a time of 4 minutes is assumed to be necessary to neutralize the attacker. More details
about the performance of safety-security barriers are reported el sewhere (Casson Moreno et al., 2022).

To assess the physical effects connected to the release of LPG, we adopted nominal storage condition and we
considered the wind blowing at 2 m/s.

4, Results and discussion

Considering the heat and sparks that might be generated in order to sabotage the connection flange, it is
possible to assume a unitary probability of ignition, P, = 1.0. Hence, the scenario analyzed isthis caseisajet fire
originating from the release of LPG from the flange.

The first step in the methodology outlined in Section 2.5 is the assessment of the frequency of the final
outcome. Hence, we should firstly determine the frequency of an intentional attack. According to the context in
which the plant operates, a value of one intentional attack in the life of the plant has been chosen leading to
fa = 0.03 eventsly; thisvalueisthe second lowest value according to the references in Section 2.5.

To determine the probability of attack success Psthe ISS Event Tree was built and a smplified version of itis
represented in Figure 5.

IMMEDIATE
FAIL IGNITION

5.22E-6 SUCCESSFUL | 5.22E-6
ATTACK
SUCCESS
6.94E-6 Emergency
squad
Employees

SECURITY ATTACK Perimetral :
fence H

fa =3E-21ly FAIL

—— > NEUTRALIZATION

SUCCESS

Fig. 5. Event tree for the attack scenario which path is shown in Figure 4.

Namely, the ISS Event Trees can be quite extended, as the attack could be successful through different
combination of events, such as the failure of different barriers. In the unmitigated scenario considered in this
work, we considered the following sequence of events: the attacker trespasses the fence, but is identified by
employees of the night shift. The employees alert the emergency squads, which fail to act, leading to an
unmitigated scenario escalation. Using the barrier performance data in (Casson Moreno et a., 2022), the attack
success probability is Ps= 1.74-10™,

So, by using (1), afinal outcomes frequency fro = 5.22:10°® eventsly is obtained. It should be noticed that the
order of magnitude of this frequency is comparable with the frequency of final outcomes deriving from
unintentional accidents (Uijt de Haag and Ale, 1999).

The intensity of the physical effect, e.g., the heat radiation of the generated jet fire is evaluated through the
use of the models discussed in Section 2.5. Figure 6(a) shows the contour of heat radiation (% of the maximum
heat radiation in the flame center, 238 kW/m?).
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It should be noticed that the second LPG tank is completely engulfed in the jet fire flame. This could damage
the tank and lead to its catastrophic rupture, generating critical domino effects with amplified consequences. The
assessment of such event chains is part of the future development of the tool, which are discusses in detail in
Section 5.

Risk-based contours and territorial vulnerability classification are shown in Figure 6 (b). In conventiona
analyses, such contours would be two-dimensional, while the tool alows a 3D assessment where the contours
are represented by half-spheres. This alows the users to take into consideration potential displacements
of heights and could for example assess the effects in tall buildings or when there are significant
height displacements. The effect of building is of particular interest for dispersions, as they can
significantly influence the concentration of toxic and flammable substances; moreover, the presence
of buildings, and more in general congestion, particularly affects the potential for an explosion (Uijt de Haag
and Ale, 1999). Still, the 3D representation of buildings in case of fire can still support further considerations,
even if the integra models used in consequence assessment do not actively account for the presence of
buildings.

By observing the risk contours, we can see that there are other sensible elements that are involved in the
major accident. In fact, in the scenario depicted in Figure 6 (b) the risk contours reach Process Area 1 (see
Figure 4), with potential damages to people and assets. The analysis of this simple scenario till alows to
highlight the criticality of intentional attack scenarios and the need to deal with them using dedicated
approaches.

% MAX RADIATION

Fig. 6. Jet fire heat radiation contours (a) and territorial vulnerability classification (b).
The contour of heat radiation () are given as % of the maximum heat radiation in the flame center (i.e. 238 kW/m?).
Theterritorial vulnerability classes are defined in Table 1.

5. Future developments

The ISS risk assessment algorithms included in the tool are still under development. Hence, the tool will be
greatly improved in the next years. Firstly, the algorithms related to the assessment of physical effects will be
completed; in this way, the tool will be able to compute the physical effects associated with explosions and
dispersions. Another improvement is related to the assessment of domino effect chains, which could take place
in larger and more complex process facilities, such as tank farms, refineries, chemical clusters, where tens of
tanks or other hazardous units are placed near to each other.

Finally, other metric for assessing risk will be added to the tool; in particular, the routine for the evaluation of
the loca specific individual risk (Uijt de Haag and Ale, 1999) will be devel oped, along with acceptability criteria
specificaly tailored to ISS scenarios.

Another opportunity for improvement is related to the first steps of the methodology, related to the 3D
reconstruction. the methodology will be tested on different types of plants in order to test its potentialities and
improve it. Namely, the industrial landscape can vary significantly from plant to plant, and the development of
additional specific procedures for 3D reconstruction might be necessary.
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6. Conclusions

The integration of safety and security scenariosis acritical issue for the protection of process facilities. In this
work, we presented methodology for the 3D real-time assessment of ISS scenarios. The methodology is
implemented in a specific tool, which alows the evaluation of ISS scenarios. The tool is able to receive, store,
and process real-time data. Moreover, it alows users to store documentation related to the critical equipment,
alowing for an easier management of the may documents produces in a process facility.

A simplified version of the tool was used to highlight the potentialities of the present methodology. The 3D
visualization of the scenarios has multiple advantages. The first one is that emergency squads have a quick tool
to visualize impact zones and therefore better assess evacuation and mitigation measures. The second advantage
is that the management has a tool that quicky allows to visualize the risk of either conventional or customized
scenarios. This can be of support in decisional processes, for example while deciding which safety or security
barriers to improve in the site. Moreover, the tool could be used for the training of employees. Emergency
scenarios can be simulated in the 3D tool in order to show emergency procedures and critical barriers or
equipment to employees.

The drawback of having a risk-assessment with low running times is related to the accuracy of physica
models. The integral models used in the tool are less accurate compared to others available; however,
considering the scope of the tool (especially for the management of emergency), the lower accuracy is
considered acceptable to enhance the run-time speed of the tool.

The developed methodology could be thus implemented in conventional QRA studies in order to guide
practitioners and plant managers in identifying critica attack scenarios and critical barriers, as well as guiding
potential improvements and allocation of resources.
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