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Abstract

The system reliability of wireless sensor networks (WSN) is an important issue to ensure robust data acquisition. Especially
when sensor networks are directly integrated into components, for example inside the composite layup of composite parts,
the non-repairability has to be considered for sensor placement. Since the qudlity of the acquired data is as important as the
reliability of the network itself to fulfill the main function of data acquisition, a combined perspective on data and hardware
is needed. Therefore, an a gorithmic approach for data path-based reliability assessment is enhanced to the estimation of data
accuracy regarding signal quality losses during transmission. This approach uses signa attenuation along data paths to
estimate changes in the Signal-to-Noise ratio (SNR) and therefore in the accuracy of acquired data. To demonstrate the
algorithmic effectiveness, a case study is presented that analyzes an exemplary WSN from both a data and a hardware
perspective. Resulting from the demonstrated effectiveness and applicability, the approach presented in this paper aids
engineersin designing WSNs for reliable data acquisition.

Keywords: system reliability; wireless sensor networks; hardware lifetime; data accuracy

1. Introduction

During the last decades, a trend of smart products toward the application of sensors could be observed. This
trend of digitalization, enabling for example topics like digital twins, could be observed in different fields of
mechanical engineering. The integration of sensors into machine components allows to measure more robustly
since the sensors are less influenced by environmental factors (Welzbacher et al., 2023). Regarding structural
components, for example, made of composite materials for airplanes or wind turbines, sensors inside the material
could be used for damage detection (Damm et d., 2020). Furthermore, the acquired data could be used to
optimize structural components from one generation to the next in a process of technical inheritance (Lachmayer
et al., 2014; Lachmayer et al., 2016).

Considering large-scale components, sensor networks are needed to allow area-wide monitoring. Especialy
wireless sensor networks (WSNSs) allow to reduce components weight compared to wired sensor networks (Lee
et a., 2009). Therefore, the sensor network consists of so-called sensor nodes, where data is acquired with the
sensors, processed and stored by a microcontroller, and transmitted by a transceiver afterwards. Depending on
the transmission protocol, the data is either sent hop-by-hop from one sensor node to the next or directly to the
sink node, where the data of the different sensor nodesin the network is collected before it is further transmitted
to the user (Akyildiz et a., 2002).

An exemplary WSN with the structure of a sensor node is shown in Figure 1. In the depicted case, an airplane
wing is monitored regarding the loads in the form of strains by a WSN. The data is transmitted by the so-called
FLOODING protocol from one sensor node to the next until it arrives at the sink node at the wing root.
Therefore, the data is sent along a data path, which usualy is the shortest path. Each sensor node in the network
consists of a strain gauge, an Analog-Digital-Converter (A/D-converter), a microprocessor with integrated
transceiver, and a battery.
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Fig. 1. Exemplary WSN on an airplane wing with sensor nodes consisting of strain gauges, A/D-converters and microprocessors
with transceiver for data transmission with the problem of signal attenuation.

However, as one can see in Figure 1, the postion of the sensor nodes brings two different challenges
regarding the network reliability analysis, apart from the limited lifetime due to the battery by the energy
consumption of each node:

1. Data transmitted from nodes far away from the sink node might suffer from signal attenuation and

therefore reduced accuracy due to higher transmission distances and

2. Sensor nodes at positions of higher loads, for example due to bending of the wing, have a decreased

lifetime in comparison to nodes at |ess |oaded positions.
To take both challenges into account when anadysing the system reliability of a WSN, a new approach is
presented in the following. Therefore, the paper is organised as follows. Section 2 gives an overview of related
works on the topic of data accuracy and system reliability of WSNs. Based on these related works, an approach
is presented on how to take the measurement accuracy into account while analysing the system reliability of a
WSN is presented in Section 3. To show its applicability, it is applied in a case study, which is described in
Section 4. Last, Section 5 summarizes the results of this paper and gives an outlook on future research.

2. Related Works

In the literature, different works with a different focus on the reliability of sensor networks can be found. The
literature review of Meyer zu Westerhausen et al. showed that most works on this topic have a combination of
hardware and a data perspective on the reliability of sensor networks data acquisition task. Most of the
approaches described in this paper use Markov chains or matrix systems as models for data paths in the
reliability assessment (Meyer zu Westerhausen et a., 2023b). For example, (Ibrahim et ., 2019) uses Markov
chains to estimate the availability of a sensor network regarding the battery lifetime as the main issue to take into
account for repairs. To gain a better understanding of the impact of different operation scenarios of sensor nodes
in the modes “active” and “sleep”, the work of (Wang et al., 2014) presents a study on the reliability of sensor
nodes in three operation scenarios and the corresponding lifetime due to energy consumption. However, the
works using these methods focus on repairable systems, which is not possible when component-integrated sensor
networks are considered. Regarding this topic, reliability block diagrams (RBD) and fault tree analysis (FTA)
can be considered as methods for system reliability assessment.

The work of (Wang et al., 2021) addresses the reliability analysis of aWSN with adynamic FTA. The reason
for using this method is the consideration of different backup strategies, like for example the use of a WSN with
hot and cold backup of sensor nodes. Another approach is presented by (Lin et a., 2010), who uses an RBD for
the reliability analysis of a WSN. In this paper, aWSN is assumed asagraph G = (V, E), consisting of nodes V
and edges E. In the case of a WSN, the edges are formed by links for data transmission, resulting from the
chosen transmission protocol. To calculate the networks system reliability, the network is divided by a divison
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agorithm into subgraphs, which form a star topology. In this case, all links of the subgraph are connected to only
one node. Therefore, the system reliability of each subgraph is calculated with a series ordered RBD of all sensor
nodes and links (see equation (1)).

Re(t) = I17=1 Rg,i(®) - 171 REp,i(t) (1)

However, this approach has the disadvantage that it is not possible to analyse each data path in the WSN
separately, to find possible issues and optimization potentials when the system reliability does not fit the
requirements for the product. Considering this issue of this methodology, another alternative is presented by
(Damaso et a., 2014). In this work, each data path of a WSN is modeled for reliability analysis, using an RBD.
Therefore, it is assumed that data is transmitted from each sensor node only along the shortest data path from the
transmitting sensor node, until it arrives at the sink node. The data paths are therefore forming a series order of
al the sensor nodes and links along the path. After the data paths of each sensor node in the WSN are modeled
like this, it is analysed if some sensor nodes form a region together, which is an area where the same physical
phenomenon is measured. Therefore, it is assumed, that sensor nodes inside the same region measure
redundantly. As a result, the RBDs of the sensor nodes data paths are combined into a region model. The
approach of (Damaso et al., 2014) has the advantage of making reliability analysis of the WSN very transparent,
and therefore, possible weaknesses regarding the reliability of the whole WSN in the network could be identified
easily. On the other hand, the reliability analysis stops at the region level and does not consider the system
reliability of the whole WSN. Furthermore, the methodology presented by (Ddmaso et al., 2014) only considers
energy consumption asareliability criterion.

To enhance the method of Ddmaso et a., the study of (Meyer zu Westerhausen et a., 2023a) presents an
approach, where the region anadysis is performed on the example of a WSN for strain measurements inside a
composite part. In this approach, aregion is formed when two or more sensor nodes are close to one another and
measure similar strains. This is the case, when the strain measurements differ only as much as the measuring
tolerance of the sensor could not distinguish. If sensor nodes are not forming regions together with other regions,
they are considered as aregion only by consisting of themselves and their data path. After the affiliation of each
sensor node to aregion is checked, the regions are combined in a series order as an RBD of the whole WSN. In
the presented approach, thisis due to the fact that the sensor node is assumed to be needed for the measuring task
and therefore, the whole WSN would fail its main function in case of afailing region. In the presented study, this
approach was implemented into a Matlab tool to allow an automatic assessment of the system reliability of a
WSN for strain measuring applications. However, this approach is also only focussing on the hardware side of a
WSNs system reliability as the beforementioned approaches.

Besides the hardware point of view on the system reliability, the review of (Meyer zu Westerhausen et al.,
2023b) shows that data accuracy and data loss during transmission are mostly addressed, when it comes to
consideration of datain terms of reliability in sensor networks. Since the focus of this paper is the consideration
of signal quality changes and therefore the data accuracy, works on this topic are considered only in the
following.

3. Integration of signal attenuation and data quality lossin the system reliability assessment

The methodology presented by (Meyer zu Westerhausen et al., 2023a) is taken as basis for the integration of
measurement accuracy due to signal attenuation into the system reliability assessment of a WSN. Therefore, the
methodology is enhanced regarding two different aspects, which are described in the following. First, an
enhancement regarding the mechanical properties and system reliability calculations are described. Afterwards,
the calculation of the accuracy due to signal attenuation is described.

3.1. Calculation of the mechanical system reliability

To calculate the mechanical system reliability, the reliability of each sensor node has to be analyzed first. In
the approach presented here, a sensor node consists of one strain gauge as a sensor, an A/D-Converter, a
microprocessor with integrated transceiver and the cables to connect these elements with each other (see
Figure 1). Since all components are assumed to be non-repairable and a failure of one of these components
would lead to afailure of the whole sensor node, they form a series order in an RBD. Therefore, the reliability of
each sensor node is calculated as

Rsensornode ® = RStrainGauge @®)- Reabie @®)- RA/D—Com;erter @®)- Reabie @®- RMicropror:essar ®). (2)
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Each components failure probability could be described with a two-parametric Weibull distribution. In the
case of electric components, the shape parameter is often b = 1, which describes the failure probability in the
form of an exponentia distribution (Bertsche, 2008). However, sensors like strain gauges suffer from signa
drifts and therefore measurement inaccuracies due to cyclic loads (Innocent et a., 2022; Keil, 2017). This leads
to the assumption of a shape parameter b > 1, asiit is typica for failures due to wear and fatigue. Since those
fatigue failures in dependence on the applied load could be described by the Wéhler line with its slope factor k,
the corresponding Weibull scale parameter T can be calculated for every strain amplitude the strain gauges of the
WSN are facing at the different positions. The relationship between the Wahler line and the failure probability
described with the Weibull distribution is exemplary shown in Figure 2.

F(o)

Fig. 2. Relationship of the Wohler line and the failure probability described by a Weibull distribution.

Since the Wohler line describes a 50 % failure probability, each point of the line can be used to calculate T
with the use of a known reference point on the Wohler line. The calculation is shown in (3), where the values
with index ‘1’ can be assumed as the reference values. This means, ¢, ; is the strain amplitude applied and N; is
the number of cycles, where failure occurs with 50 % probability with this strain amplitude.
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After the reliability of each sensor node as sub-system of a WSN is described as mentioned before, the
reliability of the whole network has to be calculated. Therefore, the data paths in the network have to be analysed
first. Assuming a DIRECT protocol is used where the data is transmitted from each sensor node to the sink node,

the reliability of the data path could be described as a series order in an RBD and the data path’s reliability could
be described as

Rpatapatn (t) = Rsensornoae (t) * Rrink (t) * Rsinknoae (£)- 4

Theterm R ;,,, (t) describes the reliability of the transmission link between the sensor node and the sink node.
Since the sink node has only the function of gathering the data of all sensor nodesin a WSN to transmit it to the
user, it only consists of a microprocessor with a transceiver. So, the reiability of the sink node equals the
reliability of a microprocessor Ryicroprocessor (t). In case the FLOODING protocol is used, (4) would be
enhanced by the reliability of all the sensor nodes and links, which transmit the data (Damaso €t a., 2014).

After the RBD of each data path is build, the data paths of sensor nodes in common regions have to be
combined as described in the methodology of (Meyer zu Westerhausen et al., 20233). A region is defined here as
an area of acomponent where the strains are so similar that they cannot be distinguished within the measurement
tolerance of a strain gauge. Those regions could be identified based on FEM simulation data by comparison of
strains from elements with neighboring elements. An in-house developed tool, programmed in Python and based
on a region growing algorithm, is used for this purpose. To find sensor nodes in common regions, the node
coordinates are compared to the coordinates of elements inside each region. If two or more sensor nodes are
positioned in the same region, they measure redundantly and therefore form a parallel structure in an RBD.
Therefore, when a DIRECT protocol is used, the region reliability would be calculated with (5).
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RRegiun(t) = RSinkNude (t) * [1 - ?:1(1 - RSensarNode (t) ) RLink(t))]- (5)

In this equation, n is the number of redundant measuring nodes. Each sensor node forms a parallel with its
link to the sink node, which is why the term is included in the term of the parallel ordered sensor nodes.
However, since the data of all sensor nodes is gathered at the sink node, a failure would lead to the failure of the
whole region because the measurements would no longer be transmitted to the end user. Therefore, the sink
node’s reliability is still handled as a serial element in the calculation.

When each region is modeled like this, the overall system reliability of the whole WSN can be calculated with
an RBD of al regions in series order. Due to the fact of the design of the WSN, each sensor node is assumed to
be needed for monitoring the component, and therefore a failure of one region would lead to a failure of the
system.

3.2. Calculation of the measurement accuracy dueto signal attenuation

Besides the calculation of the mechanical reliability of a WSN, the measurement accuracy has to be taken into
account, too. If the data, that the user receives from the WSN, is inaccurate or incorrect, it might lead to false
decisions. For example, when the data is used for calculations of the residual life of a component, a decision for
too early replacement leads to unnecessary costs and a decision for too late replacement might lead to dangerous
situations, when function relevant components are considered. Therefore, during the design phase of aWSN, the
overall measurement accuracy has to be taken into account. To do so, the degradation of a signal due to
environmental influences during transmission has to be taken into account.

For the calculation of accuracy changes during data transmission, the signal-to-noise ratio (SNR) is used in
the methodology of this paper. The SNR defines the ratio between the power of a measured signal and the power
of the background noise of the measurement system. For its calculation, the amplitudes of signal Ag;gnq and
noise Ayoise, Measured in volts or amperes, could be used. However, in some applications it might be useful to
calculate the SNR in decibels, so (5) could be applied. This form of calculation of the SNR is used in the
following, since it makes it easier to calculate the accuracy of measurements after transmission with
consideration of signal attenuation.

Asignal’\?
SNR[dB] = 10 - 1ogy, [(ﬁ) ] ©6)

For the calculation of signal losses during transmission, the specific signa attenuation (in the following
referred to as attenuation) is calculated in accordance to the recommendation ITU-R P.676-10 (09/2013) of the
International Telecommunication Union (ITU, 2013). For the calculation, a mathematical model is used to
consider signa intensity losses due to electromagnetic interactions of the signal’s wave and the atmospheric
gases (Giannetti et al., 2017). In this calculation, the environmental factors pressure, temperature and humidity
as well as the distance between the point of transmission and the receiver and the frequency of the transmission
have to be known (ITU, 2013). For the calculation of the attenuation, already defined functions, like the gaspl()
function in Matlab, could be used.

After calculating the attenuation, the accuracy of the signd at the receiving point could be calculated. It is
assumed that the signal intensity and therefore its amplitude decreases, but the noise amplitude of the
measurement signal stays the same. This results in the calculation of the received signal amplitude as

ASignal,received = ASignal,transmitted - Aattenuation- (7)

When the signa s and the noise amplitude are known after transmission, the SNR at the receiving sensor node
is calculated by replacing Agigna; in (6) With Agignai receivea i (7). The comparison of the SNR at the beginning
(SNRpeginning) and the end (SNRp,,,) of the data transmission is then calculated as shown in (8). For the focus
of this paper, this quotient is taken into further analysis of the WSN system reliability from the data perspective
as accuracy metric. Therefore, the percentage error due to transmission %E - qnsmission 1S Calculated as

SNREnd
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4. Case study
To test the applicability of the proposed cal culation methodology, an airplane aluminum wing box is used as a

demonstrator, which is part of the airplane wing for its stiffness. The wing box, as shown in Figure 3, has a
length of 15 m, which is based on the dimensions of a passenger aircraft, e.g. an Airbus A320. As aload-case, a
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displacement of w= 7’000 mmis assumed at the free end of the wing box due to the lift of the wing. This load
case is simulated using FEM in Abagus CAE with Standard/Explicit Solver 2021. Therefore, the part itself is
discretized using S4R shell elements with an edge length of ~10 mm on a midsurface-model. Since in redlity, the
load-case would be carried out in a hall on atest bench, atemperature of 20 °C, 7.5 g/m? vapor density and an air
pressure of 1’013 hPa is assumed as environmental factors. Furthermore, the WSN is assumed to be built up as

shown in Figure 3.
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Fig. 3. Draft of the wing box with the load case with a clamped end and a displacement at the free end for the case study.

As depicted in Figure 3, the WSN consists of 12 sensor nodes and one additiona sink node. Each sensor node
is built up by a strain gauge, an A/D-Converter and a microprocessor with integrated transceiver. The sensor
nodes are aligned on two lines along the wing box for the purpose of shape sensing, as it is described by
(Valoriani et al., 2022). Therefore, sensor nodes |Ds along one line start with a“1’ and aong the other line with a
‘2’. Besides, the DIRECT protocol is used for data transmission, since the transmission range is comparatively
low (max. 14.74 m). For the mechanical reliability analysis, the vaues for the parameters of a two-parametric
Weibull distribution and Wéhler line shown in Table 1 are assumed. For the estimation of the Weibull shape
parameter b, a strain amplitude of ¢ = 0.9 mm/m is used. Since the Weibull scale parameter T is not necessary
for the calculation, it is not listed in Table 1. To perform the region analysis of the methodology described by
(Meyer zu Westerhausen et al., 2023a), a tolerance of 1.5 % is assumed for strain gauge measurements, which is
a typical value for strain gauges of the company HBM. Furthermore, the reliability of the links between the
sensor nodes is assumed to be constantly R;;,,(t) = const.= 1, as it was assumed by (Deif and Gadallah,
2017). Therefore, the wireless links would never fail. For the measurement accuracy, a noise amplitude Ayise =
0.00025 dB is assumed, which alows to calculate the actual SNR of each sensor node based on the strains that
could be derived from the FEM simulation.

Table 1. Parameters of the Weibull distribution and Wéhler line of each sensor node component for reliability analysis of the WSN.

Part Shape Parameter Wéhler Slope
b Factor k

Strain gauge 2.0 8.0

A/D-Converter 23 10.0

M icroprocessor with 31 120

Transceiver

Cables 2.7 7.0

As afirst step, the redundantly measuring sensor nodes are identified with use of the developed Python tool
for region analysis. The results are shown in Figure 4. As one can see in Figure 4(b), the sensor nodes 13 and 23
are positioned in an area of the same color and therefore share a common region. Furthermore, one can see a
finer segmentation of the elements to regions in the lower left corner of Figure 4(a). This is due to the fact that
there is a higher difference of strain values from one element to the next at the part close to the clamped end.
Since there are fewer differences regarding the strain values of each element in the middle of the component, the
regions grow larger (Figures 4(b) and 4(c)). It could be observed in Figure 4(a) that the regions with a greater
distance to the clamped end have a width of just one element, while the length could be eleven elements. Thisis
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because the strains differ along the x-axis of the component due to the stiffness differences between areas close
to the corner and areas in the middle of the part. Besides, the excerpt d) of the region’s plot show a higher
segmentation of the regions at the free end. This results from the region analysis algorithm itself, since it takes
the regions average strain value to decide if neighboring elements have similar strains and could be added to the
region. Since the strains have very small values at the free end of the component, the percentage difference
between the elements istoo small to form common regions.

I
SM%:
i ===
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Fig. 4. Results of the region analysis for the strains in x-direction with a colored plot, showing each region as well as the
marked positions of the sensor nodes at the corresponding elements in the FE model.

After the region analysis is performed and regions with redundantly measuring nodes are identified, the data
paths are created and analyzed. Since in this case study, a data transmission with a DIRECT protocol is assumed,
there are only data paths from each sensor node to the sink node. The data paths are formed as shortest paths,
which length is calculated using the Euclidian distance. This path length is used to calculate the signal
attenuation during transmission like it is described in Section 3.2. For this calculation, it is assumed to have a
signal in decibels which is equal to the actual strain amplitude measured. The resulting SNR at the beginning and
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Fig. 5. Results of the reliability analysis of the WSN in the case study with &) the results regarding the measurement accurcy
dueto signal attenuation and b) the results regarding the hardware reliability under cyclic loads.
the end of the transmission as well as the percentage error as accuracy metric are shown in Figure 5(a).

Besides the accuracy, the hardware reliability is calculated and plotted in Figure 5(b). For the calculation, it is
assumed that the strains from the FEM model have the value of the strain amplitude for cyclic loads. As one can
see, there are regions with a very high reliability over time (stays near R(t) = 100 %,) in the plot. These are
region 6, 9, 10 and 11 close to the free end of the wing box, which have the highest mechanical reliability, but
the worst accuracy. This is due to the fact, that the sensor nodes 16, 24, 25 and 26 are positioned where the
strains are minimal for the upper surface of the wing box. Therefore, the strain amplitude is the lowest, leading
to low loads and therefore higher mechanical lifetimes and the sensor nodes at these positions theoretically could
endure an infinite number of cycles. On the other hand, the accuracy is lower than in other regions due to the
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same reason. The low strain amplitude makes it difficult to distinguish the strain signal from the measurement
noise, which leads to a bad SNR. Besides, the transmission distance is longer than for the other nodes, leading to
a higher signal attenuation. Therefore, the accuracy is comparatively low for these nodes and regions. In
contrast, the regions 1, 2, 7 and 8 have the lowest reliability over time, since these regions are built up by the
sensor nodes 11, 12, 21 and 22 close to the clamped end with the highest strain amplitude. However, these
regions have the lowest measurement error due to good SNR and short transmission distances to the sink node
nearby.

In the plot of mechanical reliability in Figure 5(b), region 5 (sensor node 15) is conspicuous due to its
comparatively high reliability over time, even though the region has no redundant measuring sensors. Thisis due
to its position close to a stiffening element inside the wing box, leading to lower strain amplitudes. Interestingly,
region 9 (sensor node 24) is positioned close by but has a very much higher reliability because it is positioned a
little closer to the stiffening element, leading to a much lower strain amplitude. Since the mechanical reliability
of region 5 is comparatively good and the accuracy is pretty low, too, the development engineer of the WSN
could assume that this a very good position for the sensor node from a reliability point of view in contrast to
region 9, when the data and mechanical point of view are considered.

Especidly at the beginning of the plot in Figure 5(b), region 3 shows a good reliability which intersects with
the reliability curve of region 5 at around 1.6-10° cycles. The higher reliability before the intersection point, even
though the sensor nodes 13 and 23 in region 3 are loaded by higher strain amplitudes than sensor node 15, results
from the measurement redundancy of sensor node 13 and 23. As shown in Figure 6, sensor node 13 would have
areliability only slightly higher than sensor node 22 in region 8, but with the redundantly measuring sensor node
23, the regions reliability is increased significantly. Besides, both sensor nodes in region 3 have only a low
percentage error (see Figure 5(a)), since they are positioned close to the sink node at the area of higher strains
and therefore better SNR. This shows the potentia of measurement redundancies to increase the mechanical
reliability at higher loaded measurement regions, which have on the other hand a higher reliability from a data
perspective regarding the accuracy.
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Fig. 6. Comparison of the hardware reliability of the sensor nodes 13 and 23 alone
and as parallel order in aregion due to redundant measurements.

The comparison of the hardware reliability with the data accuracy in Figure 5 shows a conflict of goals for the
WSN. Whilst the reliability of the hardware is comparatively low, the accuracy is maximal for al regionsin the
WSN. Thisis due to the fact that high strain amplitudes allow to distinguish the strain signal very well from the
noise in the signal transmitted and received. Therefore, if the development engineer of the wing box has to
position sensors in the regions 1 and 2, the reliability analysis could show that a higher number of sensor nodes
would increase the hardware reliability due to redundancies whilst the accuracy shows that data acquired at these
positionsiis of good quality.

However, al of the regions show a very good accuracy regarding the percentage error, which results from the
low transmission ranges. The results would be different, if the transmission range was not in the range of a few
meters. This however, would be a use-case in the field of civil engineering and not the here considered
mechanical and aerospace engineering. But it becomes clear from the results, that the tradeoff between high
signal quality and measurement accuracy to high mechanical lifetime has to be considered when a component-
integrated WSN is designed. For this purpose, the presented approach could help development engineers to
choose suitable sensor node positions and numbers to deal with this conflict of objectives.
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5. Conclusion and futurework

The use of wireless sensor networks (WSNs) enables the online and near-real time monitoring of large-scale
components. Acquired monitoring data is particularly valuable for product development, especially when
optimizing the next product generation concerning loads during the product use-phase. Especialy when
composite product components are considered, the integration of the WSN directly into the layup enables robust
measurements at the inside of the material. However, this integration makes the optimal sensor placement with
focus on the system reliability of the WSN very important, since the positions could not be changed after
manufacturing and the WSN is not repairable. In a previous study, an automated approach for analyzing the
system reliability with focus on the reliability of data transmission along data paths was presented and enhanced
in this paper. To achieve this, an in-house developed agorithm for region anaysis was applied and most
importantly, the accuracy of measured and transmitted data is added to the analysis. This accuracy anaysis is
based on the calculation of the signal-to-noise ratio (SNR) before and after data transmission, utilizing signal
attenuation due to interactions with atmospheric gases. With use of the data accuracy as a second metric, the
product developer can consider the hardware reliability as a constraint for data transmission as well as the
accuracy as reliability metric to have a hardware and a data-oriented perspective combined in the reliability
analysis. The presented approach is tested in an exemplary case study involving a clamped aluminum wing box
of an airplane with a WSN comprising 12 sensor nodes and one sink node. In this case study, the applicability
was demonstrated, and the advantages for the product developer to find possible weaknesses of the WSN
regarding reliable data acquisition were underlined.

In future works, the developed approach should be enhanced further, regarding a more holistic approach on
the data side of the WSN reliability. Therefore, the problem of data loss could be integrated to model the
reliability of transmission links between the sensor nodes. Additionally, the energetic point of view on the WSN
system reliability should be included in the holistic approach incorporating models of battery discharge and
energy harvesting. In the context of hardware reliability, the presented approach has the potential to be further
enhanced regarding the differentiation of repairable and non-repairable components of the sensor nodes. For
example, it may be considered to integrate sensors into the composite layup while locating A/D converters and
microprocessors on the surface of a component, allowing these components to be modeled as repairable.

Furthermore, future works should consider changing environmental conditions and not only one condition at a
test bench, so that actua operating conditions of e. g. an aircraft could be considered. The very much lower
temperature, pressure and vapor density at higher altitudes might lead to fewer signa attenuation since e. g. a
higher vapor density leads to higher signal attenuation and the density significantly decreases with increasing
dtitude. Besides, the accuracy should be enhanced by taking other factors like signal drift over time into
account. Therefore, the accuracy should be analyzed over time in use, as the mechanical reliability is. Also, the
integration of other failure mechanisms besides fatigue and the calculation using the Wohler line should be
integrated into the methodology to draw a more complete picture on the reliability of the sensor nodes from a
hardware point of view.
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